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Overview

Founded in 1993, the Electronic Healthcare Network Accreditaton Commission
(EHNAC) is an independent, federally recognized, standards development
organizaton and tax-exempt, 501(c)(6) non-proft accreditng body designed to
improve transactonal quality, operatonal e¥ciency and data security in healthcare.

The Electronic Healthcare Network Accreditaton Commission (EHNAC) grew

out of the 1993 Workgroup for Electronic Data Interchange (WEDI), sponsored

by the Network Architecture and Accreditaton Technical Advisory Group. The
healthcare transactons industry agreed there was a need for a self-governing body
to develop standards for the industry, and the Associaton for Electronic Health
Care Transactons (AFEHCT) championed the cause by sponsoring an Accreditaton
Workgroup.

More than thirty representatves from all facets of the healthcare transactons
industry partcipated in a series of meetngs and surveys to develop the frst industry
standards for data transmission, data security, advertsing and resource capability.
Funded by a loan from AFEHCT, the independent, self-governing EHNAC was born
and began accreditng electronic health networks in 1995. Learn more about
EHNAC’s leadership.

Advancing healthcare through standards

An independent, self-governing body, EHNAC represents a diverse cross-secton of
healthcare stakeholders. Electronic health networks, payers, hospitals, physicians,
consumer groups, fnancial services frms, state regulators, security organizatons

and vendors are all working together to establish sound criteria for third party review
and accreditaton.

Our Mission

Promote accreditation in the
healthcare industry to achieve
quality and trust in healthcare
information exchange through
adoption and implementation
of standards.
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The Benefts - EHNAC Accreditaton

EHNAC accreditaton strengthens and protects your business while delivering
important benefts:

 Provides independent and objectve industry recogniton to ensure a
higher-level of stakeholder trust

= Drives regular, comprehensive and objectve evaluaton of policies,
procedures and controls

= Gives organizatons a compettve advantage in a crowded marketplace
by confrming the ability to manage health data with integrity and
efectveness

= Uncovers areas to reduce costs, improve operatonal performance and
Increase customer satsfacton

« Identfes privacy, security, confdentality and business risk exposures and
mitgaton strategies

« Allows organizatons to meet regulatory compliance requirements and
legislatve mandates including:

— HIPAA, ARRA/HITECH, Afordable Healthcare Act, Omnibus Rule
and more

— State of Maryland requirements for electronic health networks,
ePrescribing and managed service organizatons

— State of New Jersey requirements for electronic health networks

— State of Texas requirements for health informaton exchanges
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Programs and Subcategories

ePAP-EHN

DTAAP-HISP
DTAAP-CA
| | DTAAP-RA

EPCSCP - Pharmacy

EPCSCP -
Prescribing

HNAP-EHN

HNAP-TPA

HNAP-Medical Biller

HNAP-Payer

OSAP HIE

OSAP Network Admin

OSAP Data Center

OSAP Call Center

OSAP DRP Site

OSAP Media Storage

FSAP-EHN
FSAP-Lockbox

OSAP Printng

OSAP Scanning

OSAP Product Dev

OSAP ACO
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HITRUST CSF Certfcaton

The HITRUST CSF certfcaton —when

atained in conjuncton with the
industry-specifc EHNAC accreditaton —
demonstrates to business partners

and prospects a commitment to the

highest standards of data privacy and

security. Authorized CSF Assessor

The HITRUST CSF provides a comprehensive HIPAA privacy and security review,
including HITECH and other applicable regulatory drivers such as PCI DSS, FTC Red
Flags Rules and the FDA, etc.

The process includes a review of an organizaton’s risk management program and
cyber readiness, and ensures consistency and accuracy of reportng on requirements
for covered enttes and business associates.

EHNAC is the only organizaton with the ability to provide both EHNAC
accreditaton and HITRUST CSF certfcaton.
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Why choose EHNAC as your HITRUST CSF Assessor?

e Using EHNAC for your HITRUST CSF assessment provides consistency between
both certfcaton and accreditaton programs for HIPAA privacy and security
compliance.

e Organizatons achieving HITRUST certfcaton will have 100% of their privacy and
security credited to their EHNAC accreditaton.

» Organizatons that already have EHNAC accreditaton will have developed the
majority of their HIPAA-related HITRUST CSF privacy and security to apply to that
certfcaton.

e EHNAC site reviewers are also HITRUST Practtoners, making it easier for
organizatons to undergo audits.

e Obtaining both HITRUST CSF certfcaton and EHNAC accreditaton at the same
tme signifcantly reduces the tme, expense and redundancy needed to prepare
documentaton and undergo required site visits.

e EHNAC is partcipatng on key HITRUST workgroups, advocatng strong contnuing
educaton and industry requirements regarding privacy and security are
communicated and included in future CSF versions.

EHNAC: Securing our Naton'’s Healthcare Data | 11



Appendix 1.0
Whitepaper

Cybersecurity
Protection in

Healthcare:
How Accreditation
Can Mitigate Your Risk




The incidence of cyberatacks across healthcare have more than doubled in the last fve years,
and the fnancial and reputatonal impacts of a breach can have a monumental impact on a
healthcare entty. While the industry contnues to work toward securing beter interoperability
across its stakeholders, it is not keeping pace in its eforts to stop or at least mitgate the damage
that cyber threats and atacks can have on healthcare organizatons.

In a race against the hackers who are becoming more sophistcated in their infltraton
techniques, federal regulators, government legislators and standards development organizatons
like the Electronic Healthcare Network Accreditaton Commission (EHNAC) are creatng more
stringent guidelines and more comprehensive risk mitgaton strategies to safeguard protected
health informaton (PHI). Since its incepton in 1993, EHNAC has remained on the forefront of
the crucial issues that afect the exchange and security of healthcare data, and the commission’s
treless eforts to align with the industry’s most current cybersecurity regulatons and best
practces have reafrmed this leadership positon.

Credible, Measurable, Secure

EHNAC is a natonally recognized, non-proft healthcare accreditaton organizaton established to
develop standard criteria and accredit organizatons that electronically exchange healthcare data.
EHNAC’s publicly-available criteria are developed and contnually enhanced through the input of
industry experts from sectors all across healthcare. The accreditaton process is well documented
and transparent, with further details available on EHNAC’s website, www.EHNAC.org.

Accredited organizatons must maintain accreditaton by re-accreditng once every two years.
Each accreditaton and re-accreditaton involves detailed preparaton in order to submit a self-
assessment. Afer self-assessment is submited, EHNAC then performs individual site visits,
which are conducted at each site that falls within the scope of the accreditaton, to ensure the
appropriate administratve, physical, and technical safeguards are in place and enforced for the
protecton of PHI and other sensitve informaton.

“There is an urgent need to increase
awareness and identify means of
prevention for the seemingly endless
string of headline-grabbing cyberattacks.
The unfortunate fact is that hacks have
increasingly become a part of digital life
— and no person or organization is
immune.”

Lee Barrett, Executive Director, EHNAC
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Programs Across the Healthcare Spectrum

Each of EHNAC’s 18 programs include common baseline criteria, along with sector-specifc

criteria addressing key requirements for the unique needs of each type of company. Programs for
healthcare stakeholders run the gamut, servicing everything from accountable care organizatons,
cloud-enabled service providers, data registries, electronic health networks, eprescribing soluton
providers, fnancial services frms, health informaton exchanges, health informaton service
providers, management service organizatons, medical billers, outsourced service providers, payers,
practce management system vendors and third-party administrators.

The Batle to Enhance Cybersecurity

EHNAC has made cybersecurity a signifcant core of its accreditaton models and educatonal
materials in recent years to help organizatons beter protect themselves in areas of security and
privacy liability, privacy regulatory defense, privacy breaches, network asset protecton, cyber
extorton, cyber terrorism, etc. Over the past few years, federal regulators and government
legislators held a similar focus, dedicatng resources and launching initatves to support preventon
and risk mitgaton for HIPAA breaches and cybersecurity protecton, response and recovery. Below
are several areas where EHNAC has aligned its eforts on the federal level.

swr. Department of Homeland Security’s Four Pillars

O —=E,

S ‘gr(\%

%@ The Department of Homeland Security contnually evaluates the cybersecurity
“ipsc”  needs of the country and is establishing specifc requirements and guidelines. In

May 2013, the department outlined the four “pillars” of an efectve cyber risk
culture that carriers identfed as partcularly atractve from an underwritng
perspectve. EHNAC accreditaton agrees on the value of these pillars, as they align
seamlessly with the commission’s focus on supportng the healthcare industry.

1. Engaged executve leadership — EHNAC accreditaton evaluates the entre organizaton,
requiring efectve policies, procedures, controls and supportng training that applies to
the entre workforce, from the top down.

2. Targeted cyber risk educaton and awareness — Required annual training including job-
specifc, professional development, HIPAA privacy/security/breach, and required at hire,
and before any access to PHI is granted.

3. Cost-efectve technology investments — Requirements for IT controls respectve of the
size of the organizaton, yet scalable and cost-based on the identfed risks.

4. Relevant informaton sharing — Industry involvement in ongoing updates to criteria to
address known issues. The EHNAC audit process recommends best practces found
among candidates.
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OCR Audit Protocol

g Cl

Rg%@ The Ofce of Civil Rights conducts audits on covered enttes and business
associates. These audits follow a detailed, publicly published Audit Protocol,

which was closely reviewed by EHNAC.

In 2013, the Commission worked directly with OCR to align the criteria for all of its programs with
the OCR’s Audit Protocol — specifcally in regards to the sectons dedicated to privacy, security
and breach reportng. In additon, EHNAC has established an ongoing review to ensure the
requirements are contnually evaluated and any gap fndings are remediated.

HIPAA Requirements and Additonal EHNAC Baseline Criteria

EHNAC criteria address HIPAA privacy, security and breach reportng requirements
Nl.—.c’,-l.-. : including the updates from HITECH and Omnibus Rule. In additon to these

Sranaards and Technelesy  specifc requirements, additonal requirements are included in each of EHNAC’s
programs that address the NIST SP 800-53 Security Control areas including:

< Access Control « Personnel Security

 Audit and Accountability < Physical and Environmental Protecton
= Awareness and Training = Planning

e Confguraton Management * Program Management

= Contngency Planning * Risk Assessment

e |dentfcaton and Authentcaton < Security Assessment and Authorizaton
= Incident Response = System and Communicatons Protecton
< Maintenance  System and Informaton Integrity

e Media Protecton « System and Services Acquisiton

Proper educaton and ongoing reminders/alerts are essental to ensuring the entre workforce
maintains a culture of security and privacy awareness. EHNAC security programs are based on an
annual risk assessment with an ongoing risk management process across people, processes and
technology.

Cybersecurity Informaton Sharing Act of 2015

EHNAC supports the Cybersecurity Informaton Sharing Act of 2015, including its promoton of
beter cybersecurity informaton sharing between the private sector and government as well as
enhanced collaboraton and informaton sharing amongst the private sector. EHNAC is monitoring
the work being done by the Health Care Industry Cybersecurity Task Force. EHNAC is also evaluatng
and revising its programs comparing against the recommendatons in the NIST Framework for
Improving Critcal Infrastructure Cybersecurity.
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Relevant News Announcements:

EHNAC and HITRUST Announce Migraton of HIPAA Security/
Privacy Modules within EHNAC Accreditatons to HITRUST’s
CSF Framework

Healthcare’s leading accreditation and certification organizations collaborate to leverage synergies,
strengthen program frameworks, and reduce cost and inefficiencies for the compliance reporting
process

FARMINGTON, Conn. and FRISCO, Texas — October 19, 2016 — The Electronic Healthcare Network
Accreditaton Commission (EHNAC) and the Health Informaton Trust Alliance (HITRUST) announced
today that the two organizatons have commited to streamline their accreditaton and certfcaton
programs for industry stakeholders. Through the collaboraton, EHNAC will replace its HIPAA-related
privacy and security criteria with the HITRUST CSF provisions and controls, while stll maintaining
the stakeholder-specifc benefts of its accreditaton process. The two organizatons call on other
standards development organizatons and auditors to join them in streamlining their assessment
processes to help reduce, if not eliminate, redundant assessments and their associated costs and
complexites.

“The healthcare industry is plagued by well-meaning yet ine¥cient processes, standards and
protocols. It is through this partnership with EHNAC, and potentally other like-minded standards
organizatons, that we are growing our vision of helping the industry eliminate the complexity
relatng to informaton protecton and compliance,” said Daniel Nutkis, CEO, HITRUST.

Within the terms of the agreement, EHNAC will serve as an assessor for HITRUST, becoming

the only organizaton able to provide both EHNAC accreditaton and HITRUST CSF certfcaton.
Beginning with EHNAC’s 2017 criteria, this approach will allow organizatons that have already
obtained a CSF certfcaton to leverage that assessment in obtaining accreditaton for one of
EHNAC’s 18 stakeholder-specifc accreditaton programs. It will also reduce the need to address
inconsistent requirements and redundancies in control requirements and reportng involved in
multple assessments. The status of organizatons that are currently accredited by EHNAC will not
be impacted by this change.
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“Afer mapping our respectve programs, we found a high percentage of overlap between our
HIPAA-related privacy and security criteria with that of HITRUST CSF, with some minor diferences
in controls used to determine compliance,” said Lee Barret, executve director of EHNAC. “Itis an
incredible win for the industry that our organizatons partner together to, most importantly, ensure
the security and compliance of the healthcare industry, but to also do so in a way that ofers more
leadership and efciency, and less complexity, redundancy and costs.”

“At a tme of heightened focus on privacy and security measures within the healthcare
environment, it is refreshing to see the two leading standards development organizatons band
together to make these crucial processes streamlined and more transparent,” said Paul L. Uhrig,
chief administratve, legal, & privacy o¥cer at Surescripts. “This is a major win for the industry as
forward-looking organizatons seek to improve their compliance reportng procedures.”

“Coming from an organizaton that maintains both EHNAC Accreditaton and HITRUST CSF
Certfcaton, this collaboraton not only benefts us directly, but the entre industry by establishing
the precedent for greater alignment of leading accreditaton and certfcaton organizatons to
eliminate redundancies which will reduce costs,” said Karin Lindgren, senior vice president and
chief compliance oFcer, at Avalility.
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Relevant News Announcements:

DirectTrust, Federal Health Architecture Announce Historic
Agreement on New Governmental Trust Anchor Bundle

New Trust Anchor Bundle Will Enable Nearly Two Dozen Federal Agencies, Including
VA, CMS and DOD, to Electronically Exchange Health Information With Private Sector
Health Care Providers

WASHINGTON, DC — (Marketwired - Feb 25, 2016) - DirectTrust and the Federal
Health Architecture (FHA) today announced they have reached an historic agreement
on terms for a new Governmental Trust Anchor Bundle. The new trust anchor bundle
will enable as many as 23 federal agencies, including the Department of Defense,
Veterans Administraton and the Centers for Medicare & Medicaid Services, to begin
using Direct Messaging for the electronic exchange of health informaton with private
sector health care providers.

The Governmental Trust Anchor Bundle, DirectTrust’s second, includes higher levels
of security and identty controls, which makes it possible for multple federal agencies
to join and partcipate within the DirectTrust trusted network of private sector health
care organizatons using Direct. Specifcally, the agreement enables DirectTrust’s
federal partners to operate their Direct implementatons within the Security and
Trust Framework of DirectTrust, which includes adherence to: 1) DirectTrust’s
Certfcate and HISP Policies; 2) the criteria of the EHNAC-DirectTrust accreditaton
programs; and 3) the terms and conditons of the DirectTrust Federated Services
Agreement. These elements provide for “scalable trust” between Direct Messaging
relying partes natonwide, without the need for one-to-one negotatons or one-of
contracts. The DirectTrust network currently reaches over one million users in over
50,000 health care organizatons in all 50 states.
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DirectTrust antcipates the new Governmental Trust Anchor Bundle will facilitate

use of Direct by state agencies natonwide that require the more stringent security
controls contained in the new Governmental Trust Anchor Bundle. These include
state Medicaid and Health Insurance Exchange programs, and state health and public
health departments.

“This is a momentous day in the advancement of secure electronic health
informaton exchange. Congratulatons to all at the FHA and to DirectTrust’s Trust
Anchor Approval Commitee year-long efort to accomplish this important goal,”
said DirectTrust President and CEO David C. Kibbe, MD, MBA. “We look forward to
secure electronic Direct messaging with atachments replacing fax and mail for care
coordinaton among clinicians in government health facilites and their counterparts
in the private sector. Considerable and signifcant benefts can be expected for the
care of millions of Americans including, veterans and actve duty military personnel,
and their families.”

“FHA is proud to have organized the team of federal agencies and private sector
representatves that agreed on security requirements for transmitng and receiving
Direct Messaging,” said Gail Kalbfeisch, Director of FHA. “This agreement is an
example of how federal and private agencies can successfully work together.”
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Relevant News Announcements:

EHNAC Announces New Accreditaton Program for
Cloud-Enabled Service Providers

FIGmd, Inc.; HealthcarePays Network, LLC; and MedicaSoft first organizations to
achieve accreditation

FARMINGTON, Conn. — February 10, 2016 — The Electronic Healthcare Network
Accreditaton Commission (EHNAC), a non-proft, federally recognized standards
development organizaton and accreditng body for organizatons that electronically
exchange healthcare data, announced today that it has fnalized the criteria for
Cloud-Enabled Accreditaton Program along with the accreditaton achievements

of three cloud-computng vendors —FIGmd, Inc.; HealthcarePays Network, LLC; and
MedicaSof.

Developed by industry-peers, CEAP is ofered exclusively for the users of FedRAMP
certfed Cloud Service Providers (CPSs) — regardless of the healthcare data exchange
model the CSP supports. This program is available to organizatons who are already
accredited or have become candidates of at least one other EHNAC-accreditaton
program.

In response to the inherent privacy and security vulnerabilites of exchanging
healthcare data across the cloud, EHNAC’s Cloud-Enabled Accreditaton Program
establishes a framework of trust between stakeholders, and recognizes superior
capabilites through the extensive review in the areas of privacy, security, mandated
standards and key operatonal functons. CEAP assesses health informaton and
oversight for meetng privacy and security, HIPAA, HITECH, Omnibus Rule and ACA
requirements, as well as technical performance, business processes and resource
management. The comprehensive CEAP program requires 74 unique criterions to be
met by applying organizatons, in additon to coordinaton with the organizaton’s CSP.
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“Ensuring the privacy and security of data across public cloud service platorms

is a complex challenge — especially in the evolving healthcare marketplace where
we’re dealing with highly sensitve, protected health informaton,” said Lee Barret,
executve director of EHNAC. “The development of this program was driven heavily
by our three beta organizatons who were eager to establish the means for an
independent third-party review. Because each have already gone through the
accreditaton process before for other programs, they had clear expectatons of the
process, and an understanding that accreditaton could help them demonstrate a
higher standard of quality and security.”

As beta partcipants throughout the consultatve and consensus-driven process of
program development, FIGmd, Inc.; HealthcarePays Network, LLC; and MedicaSof
were the frst to undergo evaluaton on their compliance with the criteria and receive
full accreditaton status for the two-year tmeframe.

EHNAC’s Cloud-Enabled Accreditaton Program includes the criteria, standards and
framework for creatng a core set of requirements for compliance. In additon, CEAP:

« Ensures stakeholder trust for managing healthcare data exchange across
cloud-enabled networks;

 Reviews the key functons of platorm structure under FedRAMP guidelines
including the areas of integrity, portability, interoperability, clinical
integraton, compliance monitoring, reportng and industry accreditaton;
and

« Serves as a baseline for the CSP FedRAMP-standard platorm for stakeholders
to assure compliance with federal guidelines and industry adopted
frameworks and best practces.

Visit www.ehnac.org for more details on CEAP and the many other EHNAC
accreditaton programs.
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Relevant News Announcements:

EHNAC and NH-ISAC Align Cybersecurity Preventon
Eforts for Healthcare

The two organizations will collaborate to reduce growing threat of HIPAA breaches,
incidents and cybersecurity attacks

FARMINGTON, Conn. and CAPE CANAVERAL, Fla. - January 26, 2016 — The
Electronic Healthcare Network Accreditaton Commission (EHNAC), a non-proft,
federally recognized standards development organizaton and accreditng body

for organizatons that electronically exchange healthcare data, and the Natonal
Health Informaton Sharing and Analysis Center (NH-ISAC) announced today that
the two organizatons have signed a Memorandum of Understanding (MOU). With
the agreement, the two healthcare organizatons intend to collaborate on initatves
supportng preventon and risk mitgaton for HIPAA breaches, incidents and
cybersecurity preventon, protecton, response and recovery.

The increased number and breadth of breaches, incidents and cyber-atacks have
now reached epidemic proportons where no organizaton, no mater how larger
or small is immune. Additonally, the number of HIPAA breaches and incidents has
exponentally increased over the past three years. According to the Identty Thef
Resource Center, more than 750 breaches were reported in 2015 through late
December, exposing nearly 178 million records.

“We are very excited to partner with EHNAC on this important efort to advance

the security of data as well as health and public health organizatons,” said Denise
Anderson, president of the NH-ISAC. “The healthcare sector is coming under

increasing threat as can be seen in a number of incidents in the news. Bringing NHISAC’s
and EHNAC’s expertse and communites together is a frst step in helping to

keep our members’ operatons resilient and safe as well as protected.”
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Through this collaboraton, the organizatons will also work to accelerate the
adopton of secure, identty-validated health informaton exchange via the Direct
standard, in support of Stage 2 Meaningful Use transitons of care and patent
engagement, and for additonal uses of Direct for secure and encrypted healthcare
data and informaton exchanges.

“There is an urgent need to increase awareness and identfy means of preventon
for the seemingly endless string of headline-grabbing cyberatacks this past year. The
unfortunate fact is that hacks have increasingly become a part of digital life — and
No person or organizaton is immune,” said Lee Barret, executve director of EHNAC.
“With the dedicated focus of our collaboratve teams, NH-ISAC and EHNAC look to
make great strides in efectve awareness and preventon tactcs to minimize the
crippling impact of these cybersecurity atacks.”

Future tactcs from this collaboraton will include educatonal materials, webinars
and joint promotonal opportunites including case studies, situatonal awareness
intelligence, informaton sharing, sector and cross-sector impact analysis,
incident response, as well as leading practce and workforce educaton from both
organizatons.

24 | EHNAC: Securing our Naton’s Healthcare Data



Relevant News Announcements:

Veterans Health Administraton and Indian Health Service
Become First Federal Agencies to Gain Interoperability via
DirectExchange, Receive Accreditaton from EHNAC-DirectTrust
for HISPs’ Security and Identty Controls

Veterans Health Administration and Indian Health Service Become First Federal
Agencies to Gain Interoperability via DirectExchange, Receive Accreditation
from EHNAC-DirectTrust for HISPs’ Security and Identity Controls

WASHINGTON, DC — October 15, 2015 — The Department of Veterans Afairs (VA)
and Indian Health Service’s (IHS) recent accreditaton by the Electronic Healthcare
Network Accreditaton Commission (EHNAC) and DirectTrust is a major boost to
improve health care coordinaton for millions of veterans and Natve Americans,
according to DirectTrust President and CEO David C. Kibbe, MD, MBA. DirectTrust is
a health care industry alliance created by and for partcipants in the Direct exchange
network used for secure, interoperable exchange of personal health informaton.

Accreditaton from DirectTrust and the EHNAC recognizes excellence in security and
identty of health data processing and transactons. It demonstrates compliance of
the accredited enttes with industry-established security controls and standards,
identty proofng, HIPAA regulatons, and the specifcatons of the Direct Project.
The Direct Project specifes a simple, secure, scalable, standards-based way for
partcipants to send authentcated, encrypted health informaton directly to known,
trusted recipients over the Internet.

“ONC congratulates the Department of Veterans Afairs and Indian Health Service on
this important milestone. It represents another step toward widespread, trusted,
and secure health informaton exchange among federal agencies and the private
sector. As a long-tme partner, we also congratulate Direct Trust on its contnued
progress to expand interoperable exchange services across the U.S. ONC would

also like to recognize the Federal Health Architecture (FHA) and its partcipatng
agencies who were instrumental in shaping the federal use of Direct,” said Lee
Stevens, Director, OFce of State Policy, Ofce of the Natonal Coordinator for Health
Informaton Technology (ONC).
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“Bringing secure, identty-validated, Direct health informaton exchange to these
Federal Agencies is a major milestone in this country’s journey toward full natonal
interoperability of our health IT systems,” added Dr. Kibbe. “The DirectTrust network
is strengthening our security and identty requirements in order to match those of
the Federal Agencies, and, in turn, accreditaton by the VA and IHS HISPs enables
our federal partners to communicate directly and securely with many thousands

of hospitals, medical practces and health care professionals in the private sector
regardless of EHR systems used. This is good for the federal partners, and it is
wonderful for millions of veterans and the Natve American people served by the
IHS, as it will allow care coordinaton to be greatly improved.”

Commentng on the accreditaton, the Department of Veterans Afairs stated, “DTAAP
[Direct Trusted Agent Accreditaton Program] elevates VA Direct Messaging as a
trusted partner with the natonwide Direct community. For Veterans, Direct improves
the coordinaton of patent care by making it faster and easier for VA and non-VA
health care providers to share Veteran health informaton. Informaton can be shared
in a secure Direct message instead of faxing, hand-carrying, and mailing. With VA and
non-VA partners sharing Veterans’ health data, they are less likely to repeat tests and
procedures, thereby reducing duplicaton of services.”

Through the consultatve review process, EHNAC evaluated the Veterans
Administraton’s and Indian Health Services’ HISP in areas of privacy, security

and confdentality; technical performance; business practces and organizatonal
resources as it relates to Directed exchange partcipants. In additon, EHNAC
reviewed the organizatons’ process of managing and transferring protected health
informaton and determined that the organizaton meets or exceeds all EHNAC
criteria and industry standards. Through completon of the rigorous accreditaton
process, the organizaton demonstrates to its consttuents, adherence to strict
standards and partcipaton in the comprehensive, objectve evaluaton of its
business.

“Given the explosive growth in EHNAC-DirectTrust accredited members and
substantal benefts of electronic health informaton exchange via Direct, we
antcipate that the Department of Defense, Medicare/CMS, and other state and
federal agencies will shortly follow the path of the VA and Indian Health Services,”
Dr. Kibbe concluded.
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