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Term Definition 

45 CFR The Health Insurance Portability and Accountability Act of 1996. HHS 
Privacy and Security Standards, 45 CFR Parts 160, 162, and 164. 

Acceptance rate The percentage of the total claim transactions that enter a payer’s 
adjudication system without rejecting. 

Access The ability or the means necessary to create, read, write, modify, 
delete, or communicate data/information or otherwise make use of 
any system resource. 

Access Consent 
Policy (ACP) 

 Policies that may influence access control decisions and which can be 
referenced in queries. Source: https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

Access Control A method of restricting access to resources, allowing only privileged 
entities access. Types of access control include, among others, 
mandatory access control, discretionary access control, time-of-day 
and classification. 

Access Profile A description of the types of data customarily considered appropriate 
access based upon a workforce member’s job class. 

Accountable Care 
Organization (ACO) 

An Accountable Care Organization (ACO) is a recognized legal entity 
under State law and is comprised of a group of participants (providers 
of services and suppliers) that have established a mechanism for 
shared governance and work together to coordinate care for Medicare 
fee-for-service beneficiaries. ACOs enter into a 3-year agreement with 
the Centers for Medicare and Medicaid Services (CMS) to be 
accountable for the quality, cost, and overall care of traditional fee- 
for-service Medicare beneficiaries who may be assigned to it. 

Eligible providers, hospitals and suppliers may participate in the 
Shared Savings Program by creating or joining an Accountable Care 
Organization, also called an ACO. 

https://www.cms.gov/sharedsavingsprogram/ 

Accreditation Awarded to a candidate organization based on their demonstration of 
satisfactory documentation, performance measurements, 
assessments, plans, etc. Accreditation typically includes a self- 
assessment and a physical site review of each of the facilities where 
production services are provided or where PHI is viewed or handled, 
including in-person interviews with representatives of the 
organization. 

https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://www.cms.gov/sharedsavingsprogram/
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Term Definition 

Actor A QHIN, Participant, Subparticipant. 

Source: https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

 
 
  

ADA (Americans 
with Disabilities 

Act) 

The Americans with Disabilities Act of 1990. See: 
https://www.ada.gov/ 

Additional 
Required Terms and 
Conditions (ARTCs) 

The terms and conditions, written by the RCE and approved by ONC, 
which are in addition to the MRTCs. 
Source: https://www.healthit.gov/sites/default/files/page/2019-
04/FINALTEFCAQTF41719508version.pdf 

Both the MRTC and the ARTC are now combined in the Common 
Agreement. 

Administrative 
Safeguards 

Administrative actions and policies and procedures to manage the 
selection, development, implementation and maintenance of security 
measures to protect electronic protected health information and to 
manage the conduct of the covered entity’s workforce in relation to 
the protection of that information. 

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administra
tive/securityrule/securityrulepdf.pdf?language=es  (page 8376, 
§164.304, Definitions) 

Affordable Care 
Act 

In March 2010, Congress passed and the President signed into law the 
Patient Protection and Affordable Care Act – commonly referred to as 
the Affordable Care Act – which puts in place comprehensive health 
insurance reforms that will hold insurance companies more 
accountable, lower health care costs, guarantee more health care 
choices, and enhance the quality of health care for all Americans. 

http://www.healthcare.gov/law/about/index.html 

Affordable 
Insurance Exchange 

One-stop state-based competitive marketplaces where individuals and 
small businesses can purchase affordable private health insurance 
and have the same insurance choices as Members of Congress. 

http://www.hhs.gov/news/press/2011pres/08/20110812a.html 

https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://www.ada.gov/
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/securityrulepdf.pdf?language=es
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/securityrulepdf.pdf?language=es
http://www.healthcare.gov/law/about/index.html
http://www.hhs.gov/news/press/2011pres/08/20110812a.html
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Term Definition 

Aggregator Refers to a web site or computer software that collects a specific type 
of information from multiple online sources. 

In e-prescribing an aggregator is one role that an intermediary can 
play. Examples include: 

Formulary aggregator – a service which provides an integration 
of formulary information from managed care organizations, 
health maintenance organizations, PBMs, preferred provider 
organizations (PPO), self-insured employers and other health 
care plans 

e-Prescribing Solution Aggregator - companies that 
combine/connect many ePrescribing users (prescribers) 
through their systems to the Surescripts network. For 
example, the VA may be considered an "aggregator" since they 
may combine many prescribers and have one connection to 
Surescripts through which all prescribers and/or users under 
their control connect to Surescripts. 

AICPA TSC 2017 The AICPA Trust Services Criteria for Security, Availability, 
Processing Integrity, Confidentiality, and Privacy. These are used in 
AICPA SOC 2 examinations. 

American Institute of 
CPAs (AICPA) 

The AICPA sets ethical standards for the profession and U.S. auditing 
standards for private companies, nonprofit organizations, federal, 
state and local governments. It develops and grades the Uniform CPA 
Examination and offers specialty credentials for CPAs who 
concentrate on personal financial planning; forensic accounting; 
business valuation; and information management and technology 
assurance. 

http://www.aicpa.org/About/Pages/About.aspx 

American Medical 
Association (AMA) 

The AMA is a nationwide non-profit organization of physicians whose 
goals are to promote the art and science of medicine and the 
betterment of public health. 

http://www.ama-assn.org/ama/pub/about-ama.page? 

http://www.aicpa.org/About/Pages/About.aspx
http://www.ama-assn.org/ama/pub/about-ama.page
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Term Definition 

American National 
Standards Institute 

(ANSI) 

The Institute oversees the creation, promulgation and use of 
thousands of norms and guidelines that directly impact businesses in 
nearly every sector. ANSI is also actively engaged in accrediting 
programs that assess conformance to standards – including globally- 
recognized cross-sector programs such as the ISO 9000 (quality) and 
ISO 14000 (environmental) management systems. 

http://www.ansi.org/about_ansi/overview/overview.aspx?menuid=1 

American Recovery 
and Reinvestment 

Act of 2009 (ARRA) 

The American Recovery and Reinvestment Act of 2009, abbreviated 
ARRA and commonly referred to as the Stimulus or The Recovery Act, 
is an economic stimulus package enacted by the 111th United States 
Congress in February 2009 and signed into law on February 17, 2009, 
by President Barack Obama. This act made supplemental 
appropriations for job preservation and creation, infrastructure 
investment, energy efficiency and science, assistance to the 
unemployed, and State and local fiscal stabilization. As part of ARRA, 
Subtitle D of the Health Information Technology for Economic and 
Clinical Health Act (HITECH) addresses the privacy and security 
concerns associated with the electronic transmission of health 
information. 

http://www.gpo.gov/fdsys/pkg/PLAW-111publ5/content-detail.html 

Annual When this term is used within the EHNAC criteria, it refers to a period 
that is no longer than 365 calendar days (366 calendar days in leap 
years). 

Applicability 
Statement for Secure 

Health Transport 

A document describing usage of SMTP, S/MIME, and X.509 
certificates to securely transport health information over the Internet. 

Applicant An Organization that has started the EHNAC Accreditation process 
but has not yet fulfilled the application requirements.  Once the 
Applicant has completed the requirements as outlined in the 
Accreditation Guidelines (see page 3) the Applicant becomes a 
Candidate. 

Application Service 
Provider (ASP) 

A business that provides services to customers over the internet. 
Services may range from access to a single application or access to 
a number of software services. ASPs generally internally house and 
support the hardware; many operate and support the software 
application as well. 

http://www.ansi.org/about_ansi/overview/overview.aspx?menuid=1
http://www.gpo.gov/fdsys/pkg/PLAW-111publ5/content-detail.html
http://wiki.directproject.org/Applicability%2BStatement%2Bfor%2BSecure%2BHealth%2BTransport
http://wiki.directproject.org/Applicability%2BStatement%2Bfor%2BSecure%2BHealth%2BTransport
https://www.ehnac.org/complete-guidelines/
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Term Definition 

Argonaut Project The Argonaut Project is a private sector initiative to advance industry 
adoption of modern, open interoperability standards. The Argonaut 
Project launched in 2014 to rapidly develop a first-generation FHIR-
based API and Core Data Services specification to enable expanded 
information sharing for electronic health records and other health 
information technology based on Internet standards and architectural 
patterns and styles. 

Source: 
https://confluence.hl7.org/display/AP/Argonaut+Project+Home 

ARTC (Additional 
Required Terms and 

Conditions) 

Both the MRTC and the ARTC are now combined in the Common 
Agreement. 

ASC X12 Accredited Standards Committee X12, chartered by the American 
National Standards Institute (ANSI), which develops and maintains 
uniform industry standards for the electronic exchange of business 
documents. ASC X12N is the Insurance Subcommittee and Task 
Group 2 specifically addresses healthcare EDI and HIPAA transactions. 

Assigning 
Authority 

 The organization that issues a patient identifier. Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

Association for 
Electronic Health 

Care Transactions 

(AFEHCT) 

The Association for Electronic Health Care Transactions (AFEHCT) is a 
healthcare IT, vendor-oriented industry advocacy group with a focus 
on federal and state public policy related to the application of EDI, e- 
commerce, the Internet and healthcare IT software associated with 
the delivery, financing and administration of healthcare in both the 
public and private sectors. In 2006 AFEHCT and the Health 
Information Management Systems Society (HIMSS) merged. 

ASTM ASTM International, formerly known as the American Society for 
Testing and Materials (ASTM), is a globally recognized leader in the 
development and delivery of international voluntary consensus 
standards. 

http://www1.astm.org/ABOUT/overview.html# 

https://confluence.hl7.org/display/AP/Argonaut+Project+Home
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
http://www1.astm.org/ABOUT/overview.html
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Term Definition 

Audit trail A tracking mechanism that enables one to trace a transaction from its 
origin to its final destination including all significant state changes with 
timestamps. For HIPAA purposes, an audit trail must also include a 
record showing who has accessed a computer system and what 
operations he or she has performed during a given period of time. 

It may also include records of system activity (for example, logins, file 
accesses, and security incidents) maintained by an entity. 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/sec  
urityrulepdf.pdf 

Authentication Verifying the identity of a user, process, or device, often as a 
prerequisite to allowing access to a system’s resources.  

Source: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP
.800-63a.pdf   

Also: Confirmation, typically with message authentication code, 
allowing the receiver to verify the integrity of the message, thus 
preventing unauthorized access to data transmitted over a 
communications network. 

http://www.webopedia.com/TERM/C/computer_system.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityrulepdf.pdf
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityrulepdf.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
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Term Definition 

Authentication 
Assurance Level 

(AAL) 

AAL refers to the Authentication Assurance Level. 

AAL1: AAL1 provides some assurance that the claimant controls an 
authenticator bound to the subscriber’s account. AAL1 requires 
either single-factor or multi-factor authentication using a wide range 
of available authentication technologies. Successful authentication 
requires that the claimant prove possession and control of the 
authenticator through a secure authentication protocol. 

AAL2: AAL2 provides high confidence that the claimant controls 
authenticator(s) bound to the subscriber’s account. Proof of 
possession and control of two distinct authentication factors is 
required through secure authentication protocol(s). Approved 
cryptographic techniques are required at AAL2 and above. 

AAL3: AAL3 provides very high confidence that the claimant controls 
authenticator(s) bound to the subscriber’s account. Authentication at 
AAL3 is based on proof of possession of a key through a 
cryptographic protocol. AAL3 authentication SHALL use a hardware-
based authenticator and an authenticator that provides verifier 
impersonation resistance; the same device MAY fulfill both these 
requirements. In order to authenticate at AAL3, claimants SHALL 
prove possession and control of two distinct authentication factors 
through secure authentication protocol(s). Approved cryptographic 
techniques are required. 

Source: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
63a.pdf. 

Authorized 
Testing & 

Certification Bodies 
(ATCB) 

Authorized Testing and Certifications Bodies are organizations that 
have been authorized, by ONC, to perform Complete EHR and/or EHR 
Module testing and certification. These ONC-ATCBs are required to 
test and certify EHRs to the applicable certification criteria adopted by 
the Secretary under subpart C of Part 170 Part II and Part III as 
stipulated in the Standards and Certification Criteria Final Rule. 

Certification by an ATCB will signify to eligible professionals, hospitals, 
and critical access hospitals that the EHR technology has the 
capabilities necessary to support their efforts to meet the goals and 
objectives of meaningful use. 

http://healthit.hhs.gov/portal/server.pt?open=512&mode=2&objID=3  
120 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
http://healthit.hhs.gov/portal/server.pt?open=512&amp;mode=2&amp;objID=3120
http://healthit.hhs.gov/portal/server.pt?open=512&amp;mode=2&amp;objID=3120
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Term Definition 

Authorized User Users who are permitted to access specific services or data based on 
their approved credentials. 

Automated Clearing 
House (ACH) 

The ACH system is the primary electronic funds transfer (EFT) system 
used by agencies to make payments. 

http://www.fms.treas.gov/ach/index.html 

Availability The on-demand accessibility of data or information by an authorized 
person or system. 

Backup Media 
Storage Facilities 

Backup media storage facilities refers to a facility that is used for 
storing copies and instances of backup data. Backup media storage 
facilities enables the maintenance, management, retrieval and 
restoration of backup data for any individual, application, computer, 
server or any computing device. The backup media storage facility, as 
defined by EHNAC, is solely used for the encrypted storage of backup 
media and not when included as services rendered by a disaster  
recovery facility. 

Bandwidth The amount of data that can be passed along a communications 
channel in a given period of time. 

Batch 
Transactions 

One or more transactions that are received, and gathered, possibly 
during different sessions, and processed in one batch. 

Batch jobs are set up to be run to completion without manual 
intervention, so all input data is preselected through scripts or  
command-line parameters. A program takes a set of data files as 
input, processes the data, and produces a set of output data files. This 
operating environment is termed as "batch processing" because the 
input data are collected into batches of files and are processed in 
batches by the program. 

See also Fast Batch. 

Biometrics Identification system that measures human physical features or 
repeatable actions of an individual. Examples of this include hand 
geometry, retinal scan, iris scan, fingerprint patterns, facial 
characteristics, DNA sequence characteristics, voiceprints, and 
handwritten signature. 

http://www.fms.treas.gov/ach/index.html
http://en.wikipedia.org/wiki/Script_(computer_programming)
http://en.wikipedia.org/wiki/Command-line_parameter
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Term Definition 

Breach A breach is, generally, an impermissible use or disclosure under the  
HIPAA Privacy Rule that compromises the security or privacy of the 
protected health information (PHI) such that the use or disclosure 
poses a significant risk of financial, reputational, or other harm to the 
affected individual. 

There are three exceptions to the definition of “breach”: 

- The first exception applies to the unintentional acquisition, access, 
or use of protected health information by a workforce member 
acting under the authority of a covered entity or business  
associate. 

- The second exception applies to the inadvertent disclosure of 
protected health information from a person authorized to access 
protected health information at a covered entity or business  
associate to another person authorized to access protected health 
information (PHI) at the covered entity or business associate. 

- In both (of these first two) cases, the information cannot be further 
used or disclosed in a manner not permitted by the Privacy Rule. 

- The final exception to breach applies if the covered entity or  
business associate has a good faith belief that the unauthorized 
individual, to whom the impermissible disclosure was made, would 
not have been able to retain the information. 
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Term Definition 

Business Associate 
(BA) 

The HITECH Act explicitly places the same comprehensive Security 
Rule requirements on Business Associates (Bas) as is required of  
covered entities 

- A business associate is a person or entity who provides certain 
functions, activities, or services for or to a covered entity, involving 
the use and/or disclosure of PHI. 

- A business associate is not a member of the health care provider, 
health plan, or other covered entity's workforce. Examples include 
billing services, transcription services, practice management, data 
centers, customer service organizations, and utilization review 
services. 

- A health care provider, health plan, or other covered entity can 
also be a business associate to another covered entity. 

- The rule includes exceptions. The business associate requirements 
do not apply to covered entities that disclose PHI to providers for 
treatment purposes – for example, information exchanges between 
a hospital and physicians with admitting privileges at the hospital. 

http://hipaa.dhhs.state.nc.us/hipaa2002/privacy/doc/online/privacyre  
viewtables/PrivacyRuleTable-Part160v5.pdf 

Business 
Associate 

Agreement (BAA) 
(Contract) 

The Business Associate Agreement is a contract between the covered  
entity and its business associate and must contain the elements 
specified at 45 CFR 164.504(e). For example, the contract must: 
Describe the permitted and required uses of protected health 
information by the business associate; Provide that the business 
associate will not use or further disclose the protected health 
information other than as permitted or required by the contract or as 
required by law; and Require the business associate to use appropriate 
safeguards to prevent a use or disclosure of the protected           
health information other than as provided for by the contract. All 
unresolved breaches or violations of the Business Associate Agreement 
must be reported to the Department of Health and Human       
Services (HHS) Office for Civil Rights (OCR). 

http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/  
businessassociates.html 

Business Continuity 
Planning (BCP) 

The formal process of conducting a Risk Analysis/Assessment (RA), a 
Business Impact Analysis (BIA), contingency planning, and the 
creation of business continuity plans. 

http://hipaa.dhhs.state.nc.us/hipaa2002/privacy/doc/online/privacyreviewtables/PrivacyRuleTable-Part160v5.pdf
http://hipaa.dhhs.state.nc.us/hipaa2002/privacy/doc/online/privacyreviewtables/PrivacyRuleTable-Part160v5.pdf
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/businessassociates.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/businessassociates.html
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Term Definition 

Business Day The period of time from the opening to the closing of business on a 
given day. Also refers to any day of the week on which business is 
typically conducted, namely Monday through Friday with the exception 
of federal or company holidays. 

Business Hours Published hours in which business is commonly conducted by the 
organization including standard customer support hours. 

CAGS Claim Adjustment Group Codes. For more information, see: 
https://www.caqh.org/core/ongoing-maintenance-core-code-
combinations. 

Candidate An organization that meets the preliminary requirements for  
accreditation and which has submitted their application, their initial 
fees, and all required documentation. 

Capacity The capability of a specific system to store data, accept transactions, 
process data and generate reports. In technology, references may 
also relate to the ability to perform at expected levels. 

Capacity Plan A plan that documents the capacity requirements of all critical 
production systems and hardware, analyzes current utilization of those 
systems, and provides plans based on the expected utilization of those 
systems. 

CAQH CAQH is a non-profit alliance of health plans and related associations 
working together to achieve the shared goal of streamlining the 
business of healthcare. 

Source: 
https://www.caqh.org/sites/default/files/about/marketing/caqh-
overview-fact-sheet.pdf 

CARC Claim Adjustment Reason Codes. For more information, see: 
https://www.caqh.org/core/ongoing-maintenance-core-code-
combinations. 

CARIN 
Alliance 

 

https://www.caqh.org/core/ongoing-maintenance-core-code-combinations
https://www.caqh.org/core/ongoing-maintenance-core-code-combinations
https://www.caqh.org/sites/default/files/about/marketing/caqh-overview-fact-sheet.pdf
https://www.caqh.org/sites/default/files/about/marketing/caqh-overview-fact-sheet.pdf
https://www.caqh.org/core/ongoing-maintenance-core-code-combinations
https://www.caqh.org/core/ongoing-maintenance-core-code-combinations
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Term Definition 

CARIN 
Alliance Code of 

Conduct 

As defined at the CARIN Alliance website: 

“The CARIN Alliance Code of Conduct represents the consensus 
view of a group of multi-sector stakeholders that include leading 
providers, payers, health IT companies, EHR companies, 
consumer platform companies, consumers, caregivers and others 
focused on advancing consumer-directed exchange across the 
U.S. The Code is based on internationally recognized standards 
including the Code of Fair Information Practices (FIP) (indicated 
in italics below) and numerous other consumer information 
sharing accepted principles and practices. The Alliance is working 
collaboratively with other stakeholders and leaders in 
government to overcome the policy, cultural, and technological 
barriers to advancing consumer-directed exchange.” 

Source: https://www.carinalliance.com/our-work/trust-framework-and-
code-of-conduct/ 

CCCAP EHNAC’s CARIN Code of Conduct Accreditation Program. 

CCPA 
(California 

Consumer Privacy 
Act) 

The California Consumer Privacy Act of 2018. 

Centers for 
Medicare & 

Medicaid Services 
(CMS) 

The Centers for Medicare & Medicaid Services (CMS) is a branch of the 
U.S. Department of Health and Human Services. CMS is the federal 
agency that administers the Medicare program and monitors the 
Medicaid programs offered by each state. 

  https://questions.cms.hhs.gov/app/answers/detail/a_id/1 

Certificate Authority 
(CA) 

A trusted entity that issues electronic documents, called digital 
certificates that verify a digital entity’s identity on the Internet. 

Certificate Practices 
Statement (CPS) 

Formal, published policies and procedures regarding the 
issuance and use of digital certificates. 

Certification Provided for specific products, processes, systems or persons, based 
on the demonstration that certain detailed specifications are met. 

Certification typically includes more in-depth analysis in a specific 
area than accreditation, can mainly be reported and reviewed through 
the use of reports, and does not usually require a physical site 
review. 

https://www.carinalliance.com/our-work/trust-framework-and-code-of-conduct/
https://www.carinalliance.com/our-work/trust-framework-and-code-of-conduct/
https://questions.cms.hhs.gov/app/answers/detail/a_id/1
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Term Definition 

Certified EHR Certified EHRs possess the required capabilities, related standards and 
implementation specifications that are required to, at a minimum, 
support the achievement of meaningful use Stage 1 by eligible  
professionals and eligible hospitals under the Medicare and Medicaid  
EHR incentive programs. These criteria can be found in 62686 
Federal Register / Vol. 75, No. 197 / Wednesday, October 13, 2010 / 
Rules and Regulations.  

http://edocket.access.gpo.gov/2010/pdf/2010-25683.pdf 

Check 21 Act The Check Clearing for the 21st Century Act (or Check 21 Act) is a 
United States federal law, Pub.L. 108-100 that was enacted on 
October 28, 2003, by the 108th Congress. The law allows the recipient 
of the original paper check to create a digital version of the original 
check (called a "substitute check"), thereby eliminating the need for 
further handling of the physical document. 

http://www.gpo.gov/fdsys/pkg/PLAW-108publ100/content-detail.html 

Children’s Online 
Privacy Protection 

Act 

 

Claim A common term used for a Medical Bill. 

Clearinghouse See Electronic Healthcare Network (EHN). 

Cloud Computing A model for enabling on-demand network access to a shared pool of 
configurable IT capabilities/ resources (e.g., networks, servers, 
storage, applications, and services) that can be rapidly provisioned 
and released with minimal management effort or service provider 
interaction. It allows users to access technology-based services from 
the network cloud without knowledge of, expertise with, or control 
over the technology infrastructure that supports them. This cloud 
model is composed of five essential characteristics (on-demand 
self-service, ubiquitous network access, location independent 
resource pooling, rapid elasticity, and measured service); three 
service delivery models (Cloud Software as a Service [SaaS], Cloud 
Platform as a Service 

[PaaS], and Cloud Infrastructure as a Service [IaaS]); and four 
models for enterprise access (Private cloud, Community cloud, 
Public cloud, and Hybrid cloud). 

  http://nvlpubs.nist.gov/nistpubs/ir/2013/NIST.IR.7298r2.pdf 

http://edocket.access.gpo.gov/2010/pdf/2010-25683.pdf
http://www.gpo.gov/fdsys/pkg/PLAW-108publ100/content-detail.html
http://nvlpubs.nist.gov/nistpubs/ir/2013/NIST.IR.7298r2.
http://nvlpubs.nist.gov/nistpubs/ir/2013/NIST.IR.7298r2.pdf
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Term Definition 

Cloud Services 
Provider (CSP) 

A vendor that provides Cloud Computing services. 

CMS Blue Button A developer-friendly, standards-based API that enables Medicare 
beneficiaries to connect their claims data to the applications, services 
and research programs they trust.  

Source: https://bluebutton.cms.gov 

CMS Data at the 
Point of Care 

As patients move throughout the healthcare system, providers often 
struggle to gain and maintain a complete picture of their medical 
history. Data at the Point of Care fills in the gaps with claims data to 
inform providers with secure, structured patient history, past 
procedures, medication adherence, and more. 

Source: https://dpc.cms.gov 

Code Set Any set of codes together with the descriptors of the codes that is used 
to encode data elements, tables of terms, medical concepts, diagnostic 
codes, or medical procedures. Examples include ICD-9-CM, CDT, CPT, 
and HCPCS. 

Commission 
(EHNAC) 

The Electronic Healthcare Network Accreditation Commission  (EHNAC). 
EHNAC is comprised of an executive director and no less than nine (9) 
stakeholders and consumer representatives from private and public 
sector organizations. These industry sectors may include electronic 
health networks, payers, healthcare security organizations,  providers, 
hospitals, physicians, consumer organizations, financial services and 
vendors. 

Committee on 
Operating Rules for 

Exchange (CORE) 

The Committee on Operating Rules for Exchange (CORE), supported 
by the Council for Affordable Quality Healthcare (CAQH), develops 
operating rules that direct implementation and use of primarily 
financial and business administrative data across all stakeholders 
including providers, clearinghouses, and payers.  

http://www.caqh.org/benefits.php 

https://bluebutton.cms.gov/
https://dpc.cms.gov/
http://www.caqh.org/benefits.php
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Term Definition 

Common 
Agreement 

An agreement in the form published by ONC and signed by the RCE 
and a Provisional QHIN (which shall become a QHIN only upon 
Designation by the RCE as further described in Section 2 below). The 
Common Agreement shall consist of (a) the Minimum Required 
Terms and Conditions, (b) the Additional Required Terms and 
Conditions, and (c) such other terms as the RCE and the QHIN 
mutually agree upon; provided, however, that in the event of any 
conflict or inconsistency between or among Applicable Law, the 
MRTCs, the ARTCs, and any other terms and conditions, the 
following shall be the order of precedence to the extent of such 
conflict or inconsistency: (i) Applicable Law, including the HIPAA 
Rules, (ii) the MRTCs, (iii) the ARTCs, and (iv) any other terms and 
conditions agreed to by the parties.  
Source: https://www.healthit.gov/sites/default/files/page/2019-
04/FINALTEFCAQTF41719508version.pdf 

The FINAL Common Agreement for Nationwide Health Information 
Interoperability is at: 
https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Intero
perability_Version_1.pdf 

Confidentiality The property that data or information is not made available or 
disclosed to unauthorized persons or processes. 

Consumer User of healthcare services. 

Consumer 
Engagement 

In consumer engagement, consumers take an active role in their own 
health care, from understanding their own conditions and available 
treatments, to seeking out and making decisions based on information 
about the performance of health care providers. 

https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
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Term Definition 

Continuity of Care 
Document (CCD) 

The Continuity of Care Document (CCD) is the result of a collaborative 
effort between the Health Level Seven (HL7) and ASTM organizations 
to “harmonize” the data format between ASTM’s Continuity of Care  
Record (CCR) and HL7′s Clinical Document Architecture (CDA) 
specifications. The CDA specifies that the content of the document 
consists of a mandatory textual part (which enables human 
interpretation of the document), and it includes optional structured 
parts (for system software processing). 

The patient summary contains a core data set of the most relevant 
administrative, demographic, and clinical information about a patient’s 
healthcare, covering one or more healthcare encounters. 

The CCD enables greater interoperability or healthcare integration of 
clinical data and “allows physicians to send electronic medical 
information to other providers without loss of meaning.” 

Continuity of Care 
Record (CCR) 

The Continuity of Care Record (CCR) is a snapshot in time of a 
patient’s healthcare, a core data set that shows the most relevant 
facts about a patient’s health status and the physician’s treatment of 
that patient. Like a doctor’s handwritten notes, the CCR is prepared 
by the practitioner at the conclusion of the healthcare encounter. 

While still in use in a wide variety of settings today, the trend for the 
industry is moving toward the CCD standard. 

http://www.astm.org/Standards/E2369.htm 

Corporate/Main 
Operations 

The primary physical location of the Candidate organization pertaining 
to the accreditation being sought. 

Corrective Action 
Plan (CAP) 

A document that identifies tasks needing to be accomplished. It details 
resources required to accomplish the elements of the plan, any 
milestones in meeting the tasks, and scheduled completion dates for 
the milestones. 

Source: 

https://hitrustalliance.net/content/uploads/2014/05/HITRUST-RMF-
Whitepaper2.pdf 

http://www.astm.org/Standards/E2369.htm
https://hitrustalliance.net/content/uploads/2014/05/HITRUST-RMF-Whitepaper2.pdf
https://hitrustalliance.net/content/uploads/2014/05/HITRUST-RMF-Whitepaper2.pdf
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Term Definition 

Council for 
Affordable Quality 

Healthcare (CAQH) 

CAQH is a nonprofit alliance of health plans and trade associations 
that collaborate on initiatives that simplify healthcare administration. 
The collaborative solutions promote quality interactions between 
plans, providers and other stakeholders; reduce costs by eliminating 
unnecessary interaction with healthcare administration; facilitate 
administrative healthcare information exchange and encourage 
administrative and clinical data integration. 

http://www.caqh.org/ 

Covered Entity Covered Entities (CEs) include all health care providers (doctors, 
dentists, therapists, psychologists, pharmacists, etc.), health care  
clearinghouses, and health plans (i.e., health insurance companies) 
that electronically store, process or transmit electronic protected 
health information (EPHI). 

Covered Functions Functions performed by a covered entity that qualifies the entity as 
a health plan, health care provider or health care clearinghouse. 

Credential Service 
Provider 

A trusted entity that issues or registers subscriber authenticators 
and issues electronic credentials to subscribers. A Credential Service 
Provider may be an independent third party or issue credentials for 
its own use. A Credential Service Provider is sometimes referred to 
as a CSP.  

Source: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
63a.pdf. 

Criteria Measurable requirements which must be met to achieve EHNAC  
accreditation. 

CSF (HITRUST) HITRUST’s criteria framework (formerly “Common Security 
Framework”) 

CSF (NIST) The NIST Cybersecurity Framework. See 
https://www.nist.gov/cyberframework. 

Customer 
Service/Help Desk 

Operations 

The department within a Candidate organization that is responsible for 
responding to issues reported by internal or external customers. 

Internal customers may be workforce members or contractors working 
for the candidate. External customers would be end users of the 
candidate’s services. A Customer Service/Help Desk Operation may be 
an in-house function managed by the Candidate organization or an 
outsourced function managed by a third party. 

http://www.caqh.org/
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
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Term Definition 

Data Aggregation The combining of covered entity protected health information with the 
protected health information of other organizations. Permits data 
analyses that relate to the health care operations of the respective 
organizations. 

Data Center 
Hosting Facilities 

A data center is a facility that centralizes a Candidate organization’s IT 
operations and equipment where it stores, manages, and disseminates 
its data. Data centers house a network’s most critical systems and are 
vital to the continuity of daily operations. A data center facility may be 
an in-house function managed by the Candidate organization or an 
outsourced function managed by a third party. 

Data Custodian The person/role within the organization who usually manages the data 
on a day-to-day basis on behalf of the data owner/controller. This is 
often a database manager or administrator; other roles that might be 
considered data custodians could be system administrators or anyone 
with privileged access to the system or data set. 

Source: (ISC)2 (https://www.isc2.org) 

Data Element The smallest named unit of information in a transaction. 

https://www.isc2.org/
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Term Definition 

Data Owner / 
Data Controller 

An entity that collects or creates PII. The data owner/controller is 
legally responsible for the protection of the PII in their control and 
liable for any unauthorized release of PII. Ostensibly, the 
owner/controller is an organization; the legal entity that legitimately 
owns the data. 

In some cases (in certain jurisdictions, under certain laws), the data 
owner is a named individual, such as an officer of the company, who 
is the nominal data owner. In actual practice, however, we usually 
think of the data owner as the managerial person or office that has 
the most day-to-day use and control of the data; that is, the 
department or branch that created/collected the data and which puts 
the data into use for the organization. 

Source: (ISC)2 (https://www.isc2.org) 

 

GDPR: 

(7) ‘controller’ means the natural or legal person, public authority, 
agency or other body which, alone or jointly with others, determines 
the purposes and means of the processing of personal data; where 
the purposes and means of such processing are determined by Union 
or Member State law, the controller or the specific criteria for its 
nomination may be provided for by Union or Member State law. 

Source: https://gdpr-info.eu/art-4-gdpr/ 

https://www.isc2.org/
https://gdpr-info.eu/art-4-gdpr/
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Term Definition 

Data Processor Any entity, working on behalf or at the behest of the data controller, 
that processes PII. Under most PU-related laws, "processing" can 
include absolutely anything that can be done with data: creating, 
storing, sending, computing, compiling, copying, destroying, and so 
forth. While the data processor does have to comply with applicable 
PII law, it is the data owner/controller that remains legally liable for 
any unauthorized disclosure of PII even if the processor is proven to 
be negligent/malicious. 

Source: (ISC)2 (https://www.isc2.org) 

 

GDPR: 

(8) ‘processor’ means a natural or legal person, public authority, 
agency or other body which processes personal data on behalf of the 
controller. 

Source: https://gdpr-info.eu/art-4-gdpr/ 

Data Subject The individual human being that the PII refers to. 

Source: (ISC)2 (https://www.isc2.org) 

 

GDPR: 

(1) ‘personal data’ means any information relating to an identified or 
identifiable natural person (‘data subject’); an identifiable natural 
person is one who can be identified, directly or indirectly, in particular 
by reference to an identifier such as a name, an identification 
number, location data, an online identifier or to one or more factors 
specific to the physical, physiological, genetic, mental, economic, 
cultural or social identity of that natural person. 

Source: https://gdpr-info.eu/art-4-gdpr/ 

https://www.isc2.org/
https://gdpr-info.eu/art-4-gdpr/
https://www.isc2.org/
https://gdpr-info.eu/art-4-gdpr/
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Term Definition 

Data Use 
Agreement 

An agreement between a Covered Entity and a recipient of a limited 
data set (as described 45 CFR § 164.514(e)(1)) that provides that the 
limited data set recipient will only use or disclose the limited data set 
for specified purposes and further provides assurances: (i) prohibiting 
other uses or disclosures and requiring reports of unauthorized uses or  
disclosures; (ii) requiring the use of appropriate safeguards; (iii) 
requiring agents and subcontractors to abide by the same restrictions 
as the recipient; and, (iv) prohibiting identifying the limited data sets 
or contacting persons identified by the limited data set. 

Data Use and 
Reciprocal Services 

Agreements (DURSA) 

The DURSA is a single multi-party agreement that establishes the 
rules of engagement and obligations for sharing PHI to which all  
eHealth Exchange Participants agree and that all eHealth Exchange 
Participants sign as a condition of joining the community. 

All eHealth Exchange Participants must sign the DURSA to exchange 
health information with each other via the eHealth Exchange. 

http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_11673_9  
09240_0_0_18/DURSAVersionforProductionPilotsFinal.pdf 

De-identification The removal of data elements that could be used alone or in 
combination with other available data, and to identify the individual 
to whom a record of health information pertains. 

Declaration Time The amount of time to determine if an incident is going to disrupt a 
business or a business process and to disseminate the decision to 
declare or not declare a disaster. 

Department of 
Health and Human 

Services (HHS) 

The United States Department of Health and Human Services (HHS) 
is a cabinet-level department of the US government responsible for 
protecting the health of all Americans and providing related services. 

Source: https://www.hhs.gov/about/index.html  

Designation 
(including its 

correlative 
meanings 

“Designate”, 
“Designated”, and 

“Designating”) 

The RCE’s written confirmation to ONC that a Provisional QHIN has 
satisfied all the requirements of both the Common Agreement and 
the QHIN Technical Framework before the Provisional QHIN may 
become a QHIN.  

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interope
rability_Version_1.pdf 

http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_11673_909240_0_0_18/DURSAVersionforProductionPilotsFinal.pdf
http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_11673_909240_0_0_18/DURSAVersionforProductionPilotsFinal.pdf
https://www.hhs.gov/about/index.html
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
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Term Definition 

Digital Signature An electronic signature based upon cryptographic methods of 
originator authentication, computed by using a set of rules and 
parameters such that the identity of the signer and the integrity of the 
data can be verified. 

Direct Data Entry 
(DDE) 

The direct entry of data (for example, using dumb terminals 
or web browsers) that is immediately transmitted into a 
health plan’s computer.  

Direct Entity [DE] The entity assigned uniquely to a certificate used for Directed 
exchange (e.g., individual, organization). 

Direct 
Relationship 

A relationship between (i) an Individual and (ii) a QHIN, Participant, 
or Subparticipant, that arises when the QHIN, Participant, or 
Subparticipant, as applicable, offers services to the Individual in 
connection with one or more of the Framework Agreements, and the 
Individual agrees to receive such services. 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interope
rability_Version_1.pdf 

DirectTrust DirectTrust is an independent non-profit trade association created by 
and for participants in the Direct community, its common goal being 
to establish and maintain a national Security and Trust Framework in 
support of Direct exchange. 

DirectTrust 
Subscriber 

Entity approved to conduct Directed exchange and is the subject 
named or identified in a digital certificate. 

Disaster 
Declaration 

The point in time at which a disaster is formally declared and the 
affected entity’s Disaster Recovery Plan begins to be fully executed. 

Disaster Recovery 
Facilities 

A disaster recovery (DR) facility is a facility a Candidate organization 
may use to recover and restore its technology infrastructure and 
operations when its primary data center becomes unavailable. 

Disaster Recovery 
Plan (DRP) 

The plans created to recover IT assets (servers, applications, and 
data) to a predetermined operational state following the declaration of 
a disaster situation. 

Disclosure The release, transfer, provision of, access to, or divulging in any other 
manner, of information outside the entity with the responsibility for 
holding the information. 

https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
http://whatis.techtarget.com/definition/disaster-recovery
http://searchdatacenter.techtarget.com/definition/data-center
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Term Definition 

Disclosure Log A log of disclosures that may include timestamp, the identity of the 
user, an index referencing the data disclosed, and purpose. 

Discovery For purposes of determining the date on which a TEFCA Security 
Incident was discovered, the term Discovery shall be determined 
consistent with 45 CFR § 164.404(a)(2) as if the TEFCA Security 
Incident were a breach (as defined in 45 CFR § 164.402) except that 
this term shall also apply to Non-HIPAA Entities. 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interope
rability_Version_1.pdf 

Dispute 
Resolution Process 

SOP 

As stated in the TEFCA RCE Standard Operating Procedure 

(SOP): Dispute Resolution:  

“The Common Agreement provides a mechanism for Disputes to be 
resolved via a collaborative process so that QHINs and the Governing 
Council are not required to seek resolution of their Disputes via 
litigation. This SOP describes the process that QHINs will use in the 
Dispute Resolution Process.” 

See: https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/SOP-Dispute-Resolution-Process-FINAL.pdf 

Distinguished Name 
[DN] 

A unique identifier assigned to the entity (e.g., Direct Entity), or 
subject of the X.509 certificate. 

Downtime The period of time when a system is unavailable. 

Drug Enforcement 
Administration (DEA) 

The Drug Enforcement Administration (DEA) enforces the controlled 
substances laws and regulations of the United States.   

Source: http://www.justice.gov/dea/agency/mission.htm 

DTAAP-CA The EHNAC/DirectTrust Direct Trusted Agent Accreditation Program for 
Certificate Authorities. 

DTAAP-HISP The EHNAC/DirectTrust Direct Trusted Agent Accreditation Program for 
Health Information Service Providers. 

DTAAP-RA The EHNAC/DirectTrust Direct Trusted Agent Accreditation Program for 
Registration Authorities. 

https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/SOP-Dispute-Resolution-Process-FINAL.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/SOP-Dispute-Resolution-Process-FINAL.pdf
http://www.justice.gov/dea/agency/mission.htm
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Term Definition 

e-Prescribing E-prescribing is the electronic submission of a provider’s prescription 
to a pharmacy. It is a method for prescribers, payers and pharmacists 
to communicate electronically. E-prescribing occurs when a prescriber 
uses a computer or other electronic device to: 

1. Electronically access a patient’s prescription benefit plan. 

2. With a patient’s consent, electronically access that patient’s 
prescription history. 

3. Electronically create and route the prescription to the patient’s 
choice of pharmacy. 

4. Request and approve prescription refills. When the patient is in 
need of prescription refills, the pharmacist can also electronically 
send a prescription renewal request to the physician’s office for 
approval. 

The final e-prescribing rule was placed on display at the Federal 
Register on April 2, 2008. 

http://www.cms.hhs.gov/eprescribing/ 

eCheck An electronic (digital) version of a paper check. 

Editing 
capabilities 

The ability to determine that input meets certain criteria, such as 
date, field or syntax requirements. 

eHealth Exchange The eHealth Exchange, formerly the Nationwide Health Information  
Network Exchange, is a rapidly growing community of exchange 
partners, who share information under a common trust framework and 
a common set of rules. Participants include federal agencies, states, 
beacon communities and Health Information Organizations (HIOs) and 
health systems, which represent hundreds of hospitals, thousands of 
providers and millions of patients. The eHealth Exchange helps to 
improve the health and welfare of all Americans through health 
information exchange that is trusted, scalable and enhances quality of 
care and health outcomes by supporting comprehensive longitudinal 
health records. http://www.healthit.gov/providers-  
professionals/faqs/what-ehealth-exchange 

Electronic Data 
Interchange (EDI) 

The computer-to-computer exchange of information in a standard 
electronic format. 

http://www.cms.hhs.gov/eprescribing/
http://www.healthit.gov/providers-professionals/faqs/what-ehealth-exchange
http://www.healthit.gov/providers-professionals/faqs/what-ehealth-exchange
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Term Definition 

Electronic Health 
Information (EHI) 

Electronic Protected Health Information, and any other information 
that identifies the individual, or with respect to which there is a 
reasonable basis to believe the information can be used to identify 
the individual and is transmitted by or maintained in “electronic 
media,” as defined at 45 CFR § 160.103, that relates to the past, 
present, or future health or condition of an individual; the provision 
of health care to an individual; or the past, present, or future 
payment for the provision of health care to an individual.  

Source: https://www.healthit.gov/sites/default/files/page/2019-
04/FINALTEFCAQTF41719508version.pdf 

Electronic Health 
Record (EHR) 

An Electronic Health Record (EHR) is an electronic version of a  
patient’s medical history, that is maintained by one or more providers 
over time, and may include all of the key administrative and clinical 
data relevant to that person’s care under each provider, including 
demographics, progress notes, problems, medications, vital signs, 
past medical history, immunizations, laboratory data and radiology 
reports. The EHR automates access to information and has the 
potential to streamline the clinician's workflow. The EHR also has the 
ability to support other care-related activities directly or indirectly 
through various interfaces, including evidence-based decision support, 
quality management, and outcomes reporting.  

The terms EHR and EMR are frequently used interchangeably.  

Source: https://www.cms.gov/ehealthrecords/ 

Electronic 
Healthcare Network 

(EHN) 

An entity, either independent or a division of a parent corporation, 
that processes or facilitates processing of electronic transactions, in 
standard or nonstandard formats, between two or more trading  
partners in the healthcare community. 

Electronic 
Healthcare Network 

Accreditation 
Commission 

(EHNAC) 

The commission which represents a wide range of stakeholders in its 
peer-driven effort to advance healthcare through electronic  
transaction standards including compliance with applicable HIPAA, 
ARRA/HITECH provisions such as privacy, security and confidentiality.  
EHNAC's accreditation services help electronic health networks, payer 
networks, financial services firms and other solution providers improve 
business processes and expand market opportunities. See also  
Commission. 

https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.cms.gov/ehealthrecords/
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Term Definition 

Electronic Media Electronic storage and transmission media.  

Electronic storage media include computer hard drives. It includes 
any removable/transportable digital memory medium, such as 
magnetic tape or disk, optical disk, or digital memory card. 

Electronic transmission media include media used to exchange 
information already in electronic storage. Transmission media include the 
Internet, extranet, leased lines, and dial-up lines. It includes private 
networks and those transmissions that are physically moved from 
one location to another using magnetic tape, disk, or compact disk 
media.  

Facsimile and voice transmission are not considered electronic 
media under HIPAA because the information being exchanged did 
not exist in electronic form before the transmission. 

Electronic Medical 
Record (EMR) 

An electronic record of health-related information on an individual that 
can be created, gathered, managed, and consulted by authorized 
clinicians and staff within one healthcare organization. 

The terms EHR and EMR are frequently used interchangeably. 

Code of Federal Regulations, Tile 45 – Public Welfare. US Government 
Printing Office; 2009 

Electronic 
Prescribing of 

Controlled 
Substances (EPCS) 

The Drug Enforcement Administration (DEA) has revised its 
regulations to provide practitioners with the option of writing 
prescriptions for controlled substances electronically. The regulations 
permit pharmacies to receive, dispense, and archive these electronic 
prescriptions. These regulations are in addition to, not a replacement 
of, the existing rules. 

http://www.deadiversion.usdoj.gov/fed_regs/rules/2010/fr0331.htm 

Electronic 
Protected Health 

Information 

Information that is individually identifiable and is transmitted by 
electronic media or is maintained by electronic media. 

http://www.deadiversion.usdoj.gov/fed_regs/rules/2010/fr0331.htm
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Eligible 
Professional 

Eligible professionals under the Medicare EHR Incentive Program 
include: 

- Doctor of medicine or osteopathy 

- Doctor of dental surgery or dental medicine 

- Doctor of podiatry 

- Doctor of optometry 

- Chiropractor 

Eligible professionals under the Medicaid EHR Incentive Program 
include: 

- Physicians (primarily doctors of medicine and doctors of osteopathy) 

- Nurse practitioner 

- Certified nurse-midwife 

- Dentist 

- Physician assistant who furnishes services in a Federally Qualified 
Health Center or Rural Health Clinic that is led by a physician 
assistant. 

To qualify for an incentive payment under the Medicaid EHR Incentive 
Program, an eligible professional must meet one of the following 
criteria: 

- Have a minimum 30% Medicaid patient volume* 

- Have a minimum 20% Medicaid patient volume, and is a 
pediatrician* 

- Practice predominantly in a Federally Qualified Health Center or 
Rural Health Center and have a minimum 30% patient volume 
attributable to needy individuals 

* Children's Health Insurance Program (CHIP) patients do not count 
toward the Medicaid patient volume criteria.  
https://www.cms.gov/ehrincentiveprograms/15_Eligibility.asp#BOOK  
MARK1 

Under HITECH, eligible healthcare professionals and hospitals can 
qualify for Medicare and Medicaid incentive payments when they adopt 
certified EHR technology and use it to achieve specified objectives. 

Eligible A transaction which parties have agreed to exchange electronically. 

https://www.cms.gov/ehrincentiveprograms/15_Eligibility.asp#BOOKMARK1
https://www.cms.gov/ehrincentiveprograms/15_Eligibility.asp#BOOKMARK1


 
 

Glossary of Terms 

 

EHNAC Glossary September 30, 2022 Page 28 of 94 
This document is the property of EHNAC and may not be used, disclosed or reproduced, in whole or part, without the express written consent of EHNAC. The 

unauthorized copying, dissemination or use of this document or any information contained therein may constitute a violation of U.S. law and be grounds for 
civil or criminal penalties. This document contains information owned by EHNAC. Such information may be used only for the internal or personal use of an 

EHNAC accreditor organization and only during and subject to the terms and conditions of an EHNAC program accreditation. All rights reserved. 
 

Term Definition 
Transaction As required by HIPAA, the Secretary of Health and Human Services is 

adopting standards for the following administrative and financial 
health care transactions: 

1. Health claims and equivalent encounter information. 

2. Enrollment and disenrollment in a health plan. 

3. Eligibility for a health plan. 

4. Health care payment and remittance advice. 

5. Health plan premium payments. 

6. Health claim status. 

7. Referral certification and authorization. 

8. Coordination of benefits 

http://aspe.hhs.gov/admnsimp/faqtx.htm#whattx 

Emergency mode 
operation 

Process enabling an enterprise to continue to operate in the event 
of fire, vandalism, natural disaster or system failure. It is also part 
of an overall contingency plan. 

Encryption The transformation of plain text into cipher text making it 
unintelligible to anyone except those possessing special knowledge, 
usually referred to as a key. Encryption provides protection of data 
during storage and/or transmission. 

Enterprise Master 
Patient Index 

(eMPI) 

 A system that coordinates patient identification across multiple 
systems by collecting, storing, and managing identifiers and patient-
identifying demographic information from a source system. Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

Entity 
authentication 

The corroboration that an entity is the one claimed. It should 
include a unique user identifier, at least one means of verification 
such as biometrics, password, personal identification number, 
token, or telephone callback procedure.   

ePAP-EHN The EHNAC e-Prescribing Electronic Healthcare Network Accreditation 
Program. 

EPCSCP-Pharmacy The EHNAC Electronic Prescriptions for Controlled Substances 
Certification Program for Pharmacy Vendors. 

http://aspe.hhs.gov/admnsimp/faqtx.htm#whattx
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
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Term Definition 

EPCSCP-
Prescribing 

The EHNAC Electronic Prescriptions for Controlled Substances 
Certification Program for Prescribing Vendors. 

EPPAP EHNAC’s Explanation of Provider Payment Accreditation Program. 

Escalation 
procedures 

A series of steps to elevate the handling of a problem based on the 
severity or the age of the incident. 

Exchange 
Purposes 

Exchange Purposes means the reason, as authorized by this 
Common Agreement including the Exchange Purposes SOP, for a 
Request, Use, Disclosure, or Response transmitted via QHIN-to-
QHIN exchange as one step in the transmission. Authorized 
Exchange Purposes are: Treatment, Payment, Health Care 
Operations, Public Health, Government Benefits Determination, 
Individual Access Services, and any other purpose authorized as an 
Exchange Purpose by the Exchange Purposes SOP, each to the 
extent permitted under Applicable Law, under all applicable 
provisions of the Common Agreement, and, if applicable, under the 
implementation SOP for the applicable Exchange Purpose. 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Intero
perability_Version_1.pdf 

Facilitated 
Assessment 

A facilitated assessment is when a Candidate employs a third party to 
assist in their Readiness Work. On facilitated assessments, the vendor 
providing assistance must use some of the client’s MyCSF account(s). 

Facility Expansion 
Plan 

A written plan related to physical resource requirements based on 
current needs and anticipated growth. Such plan should address 
personnel floor space, computer and network floor space, 
environmental requirements, etc. These plans must be reviewed at 
least annually. 

Facility Security 
Plan 

A plan to safeguard the interior and exterior premises and building(s) 
from unauthorized physical access, and to safeguard equipment within 
from unauthorized physical access, tampering, and theft. 

https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
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Term Definition 

Family Member With respect to an individual, a family member is:  
(1) A dependent (as such term is defined in 45 CFR 144.103), of the 
individual; or  
(2) Any other person who is a first degree, second-degree, third-
degree, or fourth-degree relative of the individual or of a dependent 
of the individual. Relatives by affinity (such as by marriage or 
adoption) are treated the same as relatives by consanguinity (that is, 
relatives who share a common biological ancestor). In determining 
the degree of the relationship, relatives by less than full consanguinity 
(such as half-siblings, who share only one parent) are treated the 
same as relatives by full consanguinity (such as siblings who share 
both parents).  

(i) First-degree relatives include parents, spouses, siblings, 
and children.  

(ii) Second-degree relatives include grandparents, 
grandchildren, aunts, uncles, nephews, and nieces.  

(iii) Third-degree relatives include great-grandparents, great-
grandchildren, great aunts, great uncles, and first 
cousins.  

(iv) Fourth-degree relatives include great-great 
grandparents, great-great grandchildren, and children of 
first cousins. (GINA)  

Fast Batch A method of processing transactions that is distinct from traditional  
batch methods. With traditional batch methods, processing events are 
typically scheduled times of day (e.g., collect transactions until a 
particular time of day and then process all received to that point at a 
particular time). Fast batch, on the other hand, can mean: 

1. As soon as a batch of transactions is received, forward that batch 
through the various processes without waiting, regardless of the  
batch being as small as even a single transactions; or 

2. (2) After receiving a batch of transactions, process each  
transaction within that batch in a real-time manner through the 
remainder of the processes. 
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Term Definition 

Federal 
Information 

Processing Standard 
(FIPS) 

Under the Information Technology Management Reform Act (Public 
Law 104-106), the Secretary of Commerce approves standards and 
guidelines that are developed by the National Institute of Standards  
and Technology (NIST) for Federal computer systems. These 
standards and guidelines are issued by NIST as Federal Information 
Processing Standards (FIPS) for use government wide. NIST develops 
FIPS when there are compelling Federal government requirements 
such as for security and interoperability and there are no acceptable 
industry standards or solutions.  

http://www.itl.nist.gov/fipspubs/geninfo.htm 

Federation 
Assurance Level 

(FAL) 

FAL refers to the strength of an assertion in a federated 
environment, used to communicate authentication and attribute 
information (if applicable) to a relying party (RP).  

FAL1: Allows for the subscriber to enable the relying party (RP) to 
receive a bearer assertion. The assertion is signed by the IdP 
(Identity Provider) using approved cryptography.  

FAL2: Adds the requirement that the assertion be encrypted using 
approved cryptography such that the relying party RP is the only 
party that can decrypt it.  

FAL3: Requires the subscriber to present proof of possession of a 
cryptographic key referenced in the assertion in addition to the 
assertion artifact itself. The assertion is signed by the IdP (Identity 
Provider) and encrypted to the relying party (RP) using approved 
cryptography.  

Source: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
63a.pdf. 

FedRAMP The Federal Risk and Authorization Management Program, or  
FedRAMP, is a government-wide program that provides a standardized 
approach to security assessment, authorization, and continuous 
monitoring for cloud products and services. 

http://www.itl.nist.gov/fipspubs/geninfo.htm
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://www.fedramp.gov/about-us/about/
https://www.fedramp.gov/about-us/about/
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Term Definition 

FHIR FHIR stands for “Fast Healthcare Interoperability Resources,” a 
platform specification that defines a set of capabilities used across 
the healthcare process, in all jurisdictions, and in lots of different 
contexts. The philosophy behind FHIR is to build a base set of 
resources that, either by themselves or when combined, satisfy the 
majority of common use cases. FHIR resources aim to define the 
information contents and structure for the core information set that is 
shared by most implementations. 

Source: http://hl7.org/fhir/modules.html 

Firewall A security protection system that is used to enforce security policies 
on traffic between different network segments, such as between 
subnets within a hybrid organization or between a company’s network 
and the Internet. 

Formal 
Relationship 

A business relationship between two parties that includes 
documentation signed by both parties. 

Formulary List of prescription drugs covered by a particular drug benefit plan. 
Formularies are based on evaluations of efficacy, safety, and cost- 
effectiveness of drugs. Patients pay varying co-pays for drugs that are 
on formulary. For drugs that are not on formulary, patients must pay 
the entire cost of the drug. Formularies vary between drug plans and 
differ in the breadth of drugs covered and costs of co-pay and 
premiums. Most formularies cover at least one drug in each drug 
class, and encourage generic substitution. Also known as a preferred 
drug list. 

Framework 
Agreement(s) 

any one or combination of the Common Agreement, a Participant-
QHIN Agreement, a Participant-Subparticipant Agreement, or a 
Downstream Subparticipant Agreement, as applicable.  

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interope
rability_Version_1.pdf 

FSAP The EHNAC Financial Services Accreditation Programs. 

FSAP-EHN The EHNAC Financial Services Accreditation Program for Electronic 
Healthcare Networks. This program is for a financial entity's 
healthcare-related EHN services and infrastructure including HIPAA 
security and privacy. This program also incorporates a majority of the  
HNAP-EHN criteria. 

http://hl7.org/fhir/modules.html
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
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Term Definition 

FSAP-Lockbox The EHNAC Financial Services Accreditation Program for Lockbox 
operations. This program is for those financial entities, outsourcer 
organizations and other service-related companies having lockbox 
operations that handle healthcare data. This program includes 
policies, procedures, HIPAA security and privacy and other lockbox- 
specific criteria. 

FTC Rule The Health Breach Notification Rule promulgated by the Federal 
Trade Commission set forth at 16 CFR Part 318.  

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interope
rability_Version_1.pdf 

FTP File Transfer Protocol (FTP) is a commonly used protocol for 
exchanging files over any network that supports the TCP/IP protocol 
(such as the Internet or an intranet). 

Full Accreditation Awarded to organizations based on their demonstration of having met 
the sufficient percentage of EHNAC requirements for a given program 
and that they have met ALL mandatory criteria. Accreditation typically 
includes a physical site review of the facilities where production 
services are provided and in-person interviews with representatives of 
the organization. 

GDPR (European 
Union General Data 

Protection 
Regulation) 

The European Union General Data Protection Regulation. See: 
https://gdpr.eu/ 

https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://gdpr.eu/
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Term Definition 

Genetic 
Information 

(1) Subject to paragraphs (2) and (3) of this definition, with respect 
to any individual, information about:  

(i) Such individual’s genetic tests;  

(ii) The genetic tests of family members of the individual;  

(iii) The manifestation of a disease or disorder in family 
members of such individual; or  

(iv) Any request for, or receipt of, genetic services, or 
participation in clinical research which includes genetic 
services, by such individual or any family member of such 
individual.  

(2) Any reference in this subchapter to genetic information 
concerning an individual or family member of an individual shall 
include the genetic information of:  

(i) A fetus carried by the individual or family member who is 
a pregnant woman; and  

(ii) Any embryo legally held by an individual or family 
member utilizing an assisted reproductive technology.  

(3) Genetic information excludes information about the sex or age 
of any individual. (GINA) 

Genetic 
Information 

Nondiscrimination 
Act (GINA) 

The Genetic Information Nondiscrimination Act (GINA) of 2008 
Public Law 110-233, 122 Stat. 881.  

Genetic Services 1) A genetic test;  

2) Genetic counseling (including obtaining, interpreting, or 
assessing genetic information); or  

3) Genetic education. (GINA) 

Genetic Test An analysis of human DNA, RNA, chromosomes, proteins, or 
metabolites, if the analysis detects, genotypes, mutations, or 
chromosomal changes.  Genetic test does not include an analysis of 
proteins or metabolites that is directly related to a manifested 
disease, disorder, or pathological condition. (GINA) 
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Term Definition 

Group Certificates A digital certificate assigned to an organization for use by its 
members. 

Group Health Plan An employee welfare benefit plan as defined in the federal 
Employee Retirement Income Security Act (ERISA) to the 
extent that the plan provides or pays for medical care. 

Health Care 
Clearinghouse 

A public or private entity including a billing service, repricing 
company, community health management information 
system or community health information system, and 
‘‘value-added’’ networks and switches that does either of 
the following functions:  

1. Processes or facilitates the processing of health 
information received from another entity in a 
nonstandard format or containing nonstandard data 
content into standard data elements or a standard 
transaction.  

2. Receives a standard transaction from another entity and 
processes or facilitates the processing of health 
information into nonstandard format or nonstandard 
data content for the receiving entity.  

Health Care 
Component 

A component or combination of components of a hybrid 
entity designated by the hybrid entity. The hybrid entity is 
responsible for designating the health care component or 
components that perform the functions of a health plan, 
health care provider or health care clearinghouse and 
therefore qualify as covered functions of the hybrid entity.  
The designation of any health care components of the 
hybrid entity must be documented. 
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Health Care 
Operations 

“Certain administrative, financial, legal, and quality improvement 
activities of a covered entity that are necessary to run its business 
and to support the core functions of treatment and payment.” For this 
definition and a list of included activities, refer to 45 CFR 164.501. 

Defined in federal regulations that govern the privacy of protected 
health information [45 CFR 164.501], the list is a general summary of 
the definition. Health care operations include the following: 

1. Quality assessment and improvement activities 

2. Outcomes evaluation 

3. Development of clinical guidelines 

4. Population-based activities relating to improving health or reducing 
health care costs 

5. Protocol development 

6. Case management and care coordination 

7. Contacting health care providers and members with information 
about treatment alternatives 

8. Reviewing the competence or qualifications of health care 
professionals 

9. Evaluating practitioner and provider performance 

10. Evaluating health plan performance 

11. Conducting training programs in which students, trainees, or 
practitioners in areas of health care learn under supervision to 
practice or improve their skills as health care providers 

12. Training of non-health care professionals 

13. Accreditation, certification, licensing, or credentialing activities 

14. Enrollment, premium rating, and other activities related to the 
creation, renewal, or replacement of a contract of health insurance 
or health benefits, and ceding, securing, or placing a contract for 
reinsurance of risk relating to claims for health care (including stop-
loss insurance and excess of loss insurance), provided that the 

https://www.govinfo.gov/content/pkg/CFR-2004-title45-vol1/pdf/CFR-2004-title45-vol1-sec164-501.pdf
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requirements of 164.514(g) (Underwriting and Related Purposes 
according to the Code of Federal Regulations – Privacy Rule)  are 
met, if applicable. (GINA) 

15. Conducting or arranging for medical review, legal services, and 
auditing functions, including fraud and abuse detection and 
compliance programs 

16. Business planning and development, such as conducting cost-
management and planning-related analyses related to managing 
and operating the entity 

17. Formulary development and administration 

18. Development or improvement of methods of payment or coverage 
policies 

19. Business management and general administrative activities  

20. Management activities relating to implementation of and 
compliance with federal and state requirements regarding the 
privacy and security of PHI 

21. Customer service, including data analysis, provided that protected 
health information is not disclosed in such analyses. 

22. Resolution of internal grievances 

23. Due diligence in connection with the sale or transfer of assets to 
another covered entity 

24. The sale, transfer, merger, or consolidation of all or part of a covered 
entity with another covered entity, or an entity that following such 
activity will become a covered entity  

25. Creating de-identified health information consistent with the 
applicable covered entity policies 

26. Creating a limited data set 

27. Fundraising and marketing consistent with the applicable covered 
entity policies 

The term health care operations does not include research that 
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Term Definition 
involves PHI such as clinical trials. Other covered entity policies apply 
to the use and disclosure of PHI in research. A determination as to 
whether a given activity comes within this definition may only be 
made by the Privacy Official or General Counsel.  

Health Care 
Provider 

According to the ARRA, ‘health care provider’ includes a hospital, 
skilled nursing facility, nursing facility, home health entity or other 
long term care facility, health care clinic, community mental health 
center (as defined in section 1913(b)(1)), renal dialysis facility, blood 
center, ambulatory surgical center described in section 1833(i) of the 
Social Security Act, emergency medical services provider, Federally 
qualified health center, group practice, a pharmacist, a pharmacy, a 
laboratory, a physician (as defined in section 1861(r) of the Social 
Security Act), a practitioner (as described in section 1842(b)(18)(C) 
of the Social Security Act), a provider operated by, or under contract 
with, the Indian Health Service or by an Indian tribe (as defined in the 
Indian Self-Determination and Education Assistance Act), tribal 
organization, or urban Indian organization (as defined in section 4 of 
the Indian Health Care Improvement Act), a rural health clinic, a 
covered entity under section 340B, an ambulatory surgical center 
described in section 1833(i) of the Social Security Act, a therapist (as 
defined in section 1848(k)(3)(B)(iii) of the Social Security Act), and 
any other category of health care facility, entity, practitioner, or 
clinician determined appropriate by the Secretary. A provider of 
services (as defined in section 1861(u) of the Act, 42 U.S.C. 
1395x(u)), a provider of medical or health services (as defined in 
section 1861(s) of the Act, 42 U.S.C. 1395x(s)), and any other person 
or organization who furnishes, bills, or is paid for health care in the 
normal course of business.  



 
 

Glossary of Terms 

 

EHNAC Glossary September 30, 2022 Page 39 of 94 
This document is the property of EHNAC and may not be used, disclosed or reproduced, in whole or part, without the express written consent of EHNAC. The 

unauthorized copying, dissemination or use of this document or any information contained therein may constitute a violation of U.S. law and be grounds for 
civil or criminal penalties. This document contains information owned by EHNAC. Such information may be used only for the internal or personal use of an 

EHNAC accreditor organization and only during and subject to the terms and conditions of an EHNAC program accreditation. All rights reserved. 
 

Term Definition 

Health 
Information 

Exchange (HIE) 

Used as a Noun: 

An organization that enables the exchange of health information, 
typically clinical information, across diverse stakeholders, that governs 
the exchange of health information for the purpose of bringing greater 
efficiencies to the exchange of clinical data and improving the quality 
of healthcare in that community. This organization might also be 
referred to as a Health Information Organization (HIO). 

- HIE participants include hospitals, providers, labs, imaging centers, 
RHIOs, HIEs, nursing facilities, payers, state public health entities, 
etc. 

- Data shared may include lab results, discharge summaries, 
medication histories, e-prescriptions, allergies, immunizations, 
advanced directives, etc. 

- HIE services typically include results delivery, record locator  
services, consent management, and e-prescribing.  

Used as a verb: 

Health information exchange (HIE) is defined as the mobilization of 
healthcare information electronically across organizations. 

Health 
Information 

Exchange (HIE) 
Vendor 

An entity that provides the technology (software or applications) to 
enable clinical health information exchange. The technology includes:  

- The capability to securely electronically move clinical information 
among disparate healthcare information systems while maintaining 
the validity and integrity of the information being exchanged; and 

- Technical services provided include: e-prescribing transactions, lab 
results delivery, clinical summary document exchange (for supporting  
meaningful use), consent management, usage auditing, system 
security and performance auditing, and record locator services. 

Health 
Information 

Exchange 
Accreditation 

Program (HIEAP) 

The EHNAC accreditation program for health information organizations 
that utilizes HIE technology to bring together healthcare stakeholders 
within a defined geographic area and that govern the exchange of 
health information among them for the purpose of improving health 
and care in that community. 
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Term Definition 

Health 
Information 

Network (HIN) 

Health Information Network (HIN): has the meaning assigned to the 
term “Health Information Network or Health Information Exchange” 
in the information blocking regulations at 45 CFR § 171.102. 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interope
rability_Version_1.pdf 

Health Information 
Organization (HIO) 

An organization that oversees and governs the exchange of health- 
related information among organizations according to nationally 
recognized standards. 

May also be referred to as HIE or RHIO. 

Code of Federal Regulations, Title 45 – Public Welfare. US Government 
Printing Office; 2009 

Health 
Information 

Services Provider 
(HISP) 

A Direct HISP represents the mechanism used to provision users with 
a universal, Direct email address following the Direct Project 
standards.  

Health 
Information 

Standards 
Committee 

The Health IT Standards Committee (HITSC) was charged with 
making recommendations to the National Coordinator for Health IT on 
standards, implementation specifications, and certification criteria for 
the electronic exchange and use of health information. The Health IT 
Standards Committee focuses on the recommendations developed by 
the Health IT Policy Committee. 
Source: https://www.healthit.gov/hitac/committees/health-it-
standards-committee 

Health 
Information 
Technology 

Hardware, software, integrate technologies or related licenses, 
intellectual property, upgrades, or packaged solutions sold as services 
that are designed for or support the use by health care entities or 
patients for the electronic creation, maintenance, access, or exchange 
of health information.  

https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/facas/health-it-standards-committee/health-it-standards-committee-recommendations-national-coordinator
https://www.healthit.gov/hitac/committees/health-it-standards-committee
https://www.healthit.gov/hitac/committees/health-it-standards-committee
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Term Definition 

Health 
Information 
Technology 

Standards Panel 
(HITSP) 

HITSP was a multidisciplinary coordinating body charged with 
identifying the technical standards necessary to enable electronic 
healthcare data interoperability. HITSP was charged to develop, 
prototype, and evaluate a harmonization process for achieving a 
widely accepted and useful set of health IT standards that would 
support interoperability among healthcare software applications, 
particularly electronic health records (EHRs). This group was 
instrumental in identifying and harmonizing standards for health IT. 
Without the development of these standards, the effective sharing of 
health information would have remained a nearly insurmountable 
task. In April 2010, the contract for HITSP has sunset and HITSP was 
replaced by the Health Information Standards Committee.  

http://www.hitsp.org/ 

Health IT Policy 
Committee 

The Health IT Policy Committee makes recommendations to the Office  
of the National Coordinator for Health IT (ONC) on a policy framework 
for the development and adoption of a nationwide health information 
infrastructure, including standards for the exchange of patient medical 
information.  

http://healthit.hhs.gov/portal/server.pt?open=512&objID=1269&pare  
ntname=CommunityPage&parentid=5&mode=2 

Health 
Maintenance 

Organization (HMO) 

A federally qualified HMO, an organization recognized as an HMO 
under State law, or a similar organization regulated for solvency 
under State law in the same manner and to the same extent as such 
an HMO. [NOTE: In some states, HMOs are licensed as insurance 
companies. In other states, HMOs operate under a license or 
certificate of authority that is unique to HMOs. In either case, an 
HMO is considered a “health plan.”] 

http://www.hitsp.org/
http://healthit.hhs.gov/portal/server.pt?open=512&amp;objID=1269&amp;parentname=CommunityPage&amp;parentid=5&amp;mode=2
http://healthit.hhs.gov/portal/server.pt?open=512&amp;objID=1269&amp;parentname=CommunityPage&amp;parentid=5&amp;mode=2
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Health Plan An individual or group plan that provides, or pays the cost of, medical 
care.  Examples include, but are not limited to, an employer group health 
plan, HMO, Medicare, and Medicaid.  

Detailed definition:  Health plans include all of the following:  

1. A group health plan is the same as an employee welfare benefit 
plan as defined in the federal Employee Retirement Income Security 
Act (ERISA), to the extent that the plan provides or pays for medical 
care.  

2. A health insurance issuer an insurance company, insurance service, 
or insurance organization (including an HMO) that is licensed to 
engage in the business of insurance in a state and is subject to state 
law that regulates insurance.  

3. An HMO means a federally qualified HMO, an organization 
recognized as an HMO under State law, or a similar organization 
regulated for solvency under State law in the same manner and to 
the same extent as such an HMO.  [In some states, HMOs are 
licensed as insurance companies.  In other states, HMOs operate 
under a license or certificate of authority that is unique to HMOs.  
In either case, an HMO is considered a “health plan.”] 

4. Medicare means Part A or Part B of title XVIII of the U. S. Social 
Security Act.  

5. Medicaid means title XIX of the U. S. Social Security Act.  

6. The Voluntary Prescription Drug Benefit Program under Part D of 
title XVIII of the Act, 42 U.S.C. 139w-101 through 1395w-152. 
(GINA) 

7. A company that issues Medicare supplemental policies, even if it is 
not otherwise a health insurance issuer or HMO. 

8. A company that issues long-term care policies, even if it is not 
otherwise a health insurance issuer or HMO.  Exception:  if the 
company only issues nursing home fixed indemnity policies and 
does not otherwise meet the terms of this definition, it is not 
considered a “health plan.”  
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9. A Multi-Employer Welfare Arrangement (MEWA) or any other 
employee welfare benefit plan or other arrangement that is 
established or maintained for the purpose of offering or providing 
health benefits to the employees of two or more employers.  

10. The health care program for uniformed services under title 10 of 
the United States Code. (GINA) 

11. The veterans’ health care program under title 38 chapter 17 of the 
United States Code.  

12. CHAMPUS is the Civilian Health and Medical Program of the 
Uniformed Services. 

13. The Indian Health Service program under the Indian Health Care 
Improvement Act. 

14. The Federal Employees Health Benefits Program (FEHBP)  

15. An approved State child health plan under title XXI of the U. S. 
Social Security Act.  

16. The Medicare Advantage program under Part C of title XVIII of the 
U. S. Social Security Act. (GINA) 

17. A high-risk pool established under state law to provide health 
insurance coverage or comparable coverage to eligible individuals.  

18. Any other individual or group plan, or combination of individual or 
group plans, that provides or pays for the cost of medical care.   

The following are NOT “health plans” for purposes of federal privacy 
regulations:  

1. Policies that provide coverage only for accident, and/or disability 
income insurance. 

2. Coverage issued as a supplement to liability insurance.  

3. Liability insurance, including general liability insurance and 
automobile liability insurance.  

4. Workers' compensation or similar insurance.  
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Term Definition 

5. Automobile medical payment insurance.  

6. Credit-only insurance.  

7. Coverage for on-site medical clinics. 

8. Other similar insurance coverage under which benefits for medical 
care are secondary or incidental to other insurance benefits. 

9. A government-funded program that does not meet any of the 
definitions above, and  

• whose principal purpose is other than providing, or paying the 
cost of, health care; or  

• whose principal activity is:  
o The direct provision of health care to persons; or  
o The making of grants to fund the direct provision of 

health care to persons.   

HIE Vendor An entity that provides the technology (software or applications) to 
enable clinical health information exchange. The technology includes: 

- The capability to securely electronically move clinical information 
among disparate health care information systems while maintaining 
the validity and integrity of the information being exchanged; and 

- Technical services provided include: e-prescribing transactions, lab 
results delivery, clinical summary document exchange (for 
supporting meaningful use), consent management, usage auditing, 
system security and performance auditing, and record locator  
services. 

HIEAP The EHNAC Health Information Exchange Accreditation Program. This 
program is for health information organizations that utilizes HIE 
technology to bring together health care stakeholders within a defined 
geographic area and that govern the exchange of health information 
among them for the purpose of improving health and care in that 
community. 

HIPAA The Health Insurance Portability and Accountability Act of 1996. HHS 
Privacy and Security Standards, 45 CFR Parts 160, 162, and 164. 
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Term Definition 

HITECH The Health Information Technology for Economic and Clinical Health 
Act, enacted as part of the American Recovery and Reinvestment Act 
of 2009, was signed into law on February 17, 2009, to promote the 
adoption and meaningful use of health information technology. 

Subtitle D of the HITECH Act addresses the privacy and security 
concerns associated with the electronic transmission of health 
information, in part, through several provisions that strengthen the 
civil and criminal enforcement of the HIPAA rules. 

HITRUST The Health Information Trust Alliance. See: www.hitrustalliance.net 

HL7 Health Level 7 – An ANSI standards development organization (SDO) 
that focuses on clinical and administrative transactions. 

HNAP-EHN The EHNAC Healthcare Network Accreditation Program for Electronic  
Healthcare Networks. 

HNAP-Medical 
Biller 

The EHNAC Healthcare Network Accreditation Program for Medical 
Billers. This program is for entities that perform Medical Billing on 
behalf of healthcare providers. 

HNAP-Payer The EHNAC accreditation program for payer-owned EHNs. 

HNAP-TPA The EHNAC Healthcare Network Accreditation Program for Third Party  
Administrators. 

HomeCommunityI
D (HCID) 

 A globally unique identifier for an Actor. Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf  DEFINITIONS section. 

http://www.hitrustalliance.net/
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
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Term Definition 

Hybrid HIPAA defines a hybrid entity as one that uses or discloses Protected  
Health Information for only a part of its business operations. By 
contrast, if all of an entity's activities are covered functions (see the 
list in the definition of a Covered Entity) then it is not a hybrid entity. 
Examples of hybrid entities include: 

- Corporations that are not in the healthcare industry but that 
operate on-site health clinics that process HIPAA standard  
transactions electronically; or 

- Insurance carriers that have multiple lines of business that include 
both health insurance and other insurance lines, such as general 
liability or property and casualty insurance.  

Hybrid entities are required to create adequate firewalls between their 
healthcare component(s) and other components. Transfer of PHI held 
by the healthcare component to other components of the hybrid entity 
is a disclosure subject to the HIPAA privacy rule and is allowed only 
under the same circumstances that would make it permissible with a 
separate entity. If an organization is part of a larger organization the 
hybrid determination should be made by the parent organization. 

There should not be an inconsistency between an organization’s 
designation and that of its parent -- both the organization and its 
parent must have the same designation.  

Defined in the Privacy Rule 45 CFR §164.504. 

Identity An attribute or set of attributes that uniquely describe a subject 
within a given context.  

Source: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
63a.pdf. 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
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Term Definition 

Identity 
Assurance Level 

(IAL) 

IAL refers to the identity proofing process.  

IAL1: There is no requirement to link the applicant to a specific real-
life identity. Any attributes provided in conjunction with the 
authentication process are self-asserted or should be treated as such 
(including attributes a Credential Service Provider asserts to an RP).  

IAL2: Evidence supports the real-world existence of the claimed 
identity and verifies that the applicant is appropriately associated 
with this real-world identity. IAL2 introduces the need for either 
remote or physically present identity proofing. Attributes can be 
asserted by Credential Service Providers to RPs in support of 
pseudonymous identity with verified attributes.  

IAL3: Physical presence is required for identity proofing. Identifying 
attributes must be verified by an authorized and trained 
representative of the Credential Service Provider. As with IAL2, 
attributes can be asserted by CREDENTIAL SERVICE PROVIDERs to 
RPs in support of pseudonymous identity with verified attributes.  

Source: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
63a.pdf. 

Identity Provider 
(IdP) 

The party that manages the subscriber’s primary authentication 
credentials and issues assertions derived from those credentials. 
This is commonly the Credential Service Provider as discussed within 
NIST Special Publication 800-63 (Revision 3).   

Source: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
63a.pdf. 

In-Scope 
Organization Site 

Organization Sites deemed “in scope” are any and all physical 
l o c a t i o n s  at which the Organization provides services related to the 
EHNAC Program for which they are seeking accreditation, and any and 
all sites that create, receive, maintain, or transmit PHI or DTAAP PII or 
cryptographic information related to those services. Services 
considered in scope include but are not limited to the sites delineated 
in EHNAC’s Site Visit Policy (see https://www.ehnac.org/site-visits/). 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://www.ehnac.org/site-visits/
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Term Definition 

In-Scope 
Outsourced Site 

Outsourced Sites deemed “in scope” are any and all Outsourced Sites 
related to the EHNAC Program for which an Organization is seeking 
accreditation, and any sites where their PHI or DTAAP PII or 
cryptographic information is created, received, maintained, or 
transmitted. Such sites may include but are not limited to the sites 
delineated in EHNAC’s Site Visit Policy (see  
https://www.ehnac.org/site-visits/). 

In-Scope Services Refers to all services that in are in scope for a given EHNAC Review. 

For example, if an organization is seeking accreditation with EHNAC’s 
HIEAP program, all of that organization’s services related to Health 
Information Exchange are within scope. If the organization offers more 
than one HIE service, all such services are in scope, unless a specific 
designation is provided during the Application process that further limits 
the accreditation by designating the limitation on the name of the 
Organization specified by EHNAC. 

For the services in scope, all of the related people, processes, systems, 
and locations (including those of first-level outsourcers) are considered 
to be in scope. 

In-Scope Site Refers to In-Scope Organization Sites and In-Scope Outsourced Sites. 

Individual Access 
Services 

With respect to the Exchange Purposes definition, the services 
provided utilizing the Connectivity Services, to the extent consistent 
with Applicable Law, to an Individual with whom the QHIN, 
Participant, or Subparticipant has a Direct Relationship to satisfy that 
Individual’s ability to access, inspect, or obtain a copy of that 
Individual’s Required Information that is then maintained by or for 
any QHIN, Participant, or Subparticipant. 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interope
rability_Version_1.pdf 

Individual 
Certificates 

A digital certificate assigned to an individual for use by that individual 
only to identify themselves electronically to an organization that 
accepts digital certificates. 

https://www.ehnac.org/site-visits/
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
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Term Definition 

Individual User An Individual who exercises his or her right to Individual Access 
Services using the services of a QHIN, a Participant, or a Participant 
Member. An Individual User is neither a Participant nor a Participant 
Member.  

Source: https://www.healthit.gov/sites/default/files/page/2019-
04/FINALTEFCAQTF41719508version.pdf 

Individual: One or more of the following:  

1)  An individual as defined at 45 CFR 160.103;  

2)  Any other natural person who is the subject of the electronic 
health information being accessed, exchanged, maintained, 
Disclosed or Used;  

3)  A person who, in accordance with Applicable Law, acts on behalf 
of a person described in paragraphs (1) or (2) of this section, 
including as a personal representative, in accordance with 45 CFR 
164.502(g);  

4)  A person who is a legal representative of and can make health 
care decisions on behalf of any person described in paragraphs (1) 
or (2) of this section; or  

5)  An executor, administrator or other person having authority to 
act on behalf of a deceased person described in paragraphs (1) or 
(2) of this section or the individual’s estate under Applicable Law.  

Source: https://www.healthit.gov/sites/default/files/page/2019-
04/FINALTEFCAQTF41719508version.pdf 

Individually 
Identifiable Health 
Information (IIHI) 

Defined in the Privacy Rule in 45 CFR §160.103 and includes the 
related definition of “health information” also defined in 45 CFR 
§160.103. 

Information 
Blocking 

Has the meaning assigned to such term in 45 CFR Part 171 and any 
applicable regulations promulgated thereunder that are then in 
effect.  

Source: https://www.healthit.gov/sites/default/files/page/2019-
04/FINALTEFCAQTF41719508version.pdf 

https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
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Term Definition 

Initiating 
Gateway 

 A transaction gateway that supports outgoing requests and 
responses for QHIN Query (Patient Discovery, Document Query, 
Document Retrieve) and QHIN Message Delivery. For the full 
definition, see IHE Technical Frameworks General Introduction, 
Appendix A: IHE Actor Definitions at: 
https://profiles.ihe.net/GeneralIntro/ch-A.html. Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

Initiating QHIN  A QHIN that initiates a QHIN Query or QHIN Message Delivery. 
Source: https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

Instance Access 
Consent Policy 

(IACP) 

 Policy instances (e.g., patient authorization forms) which may 
influence access control decisions, and which can be referenced by 
queries. Source: https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

Institutionally 
Related Foundation 

A foundation that qualifies as a nonprofit charitable foundation 
under section 501(c)(3) of the Internal Revenue Code and that 
has in its charter statement of charitable purposes an explicit 
linkage to a covered entity. An institutionally related foundation 
may, as explicitly stated in its charter, support a covered entity 
and other health care providers in its community. But the term 
does not include an organization with a general charitable 
purpose, such as to support research about or to provide 
treatment for certain diseases, even if that organization gives 
money to a covered entity. The foundation’s charitable purpose 
must be specific to a covered entity.  

Integrity Integrity means the property that data or information have not 
been altered or destroyed in an unauthorized manner. 

Integrity Controls Security mechanisms that ensure the validity of the information being 
electronically transmitted or stored. 

Intelligent Optical 
Character 

Recognition (IOCR) 

In computer science, intelligent character recognition (ICR) is an 
advanced optical character recognition (OCR) or — rather more 
specific — handwriting recognition system that allows fonts and 
different styles of handwriting to be learned by a computer during 
processing to improve accuracy and recognition levels. 

https://profiles.ihe.net/GeneralIntro/ch-A.html
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
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Term Definition 

Interim 
Accreditation 

The EHNAC accreditation designation awarded an organization when 
the organization acquires new subsidiaries that are not accredited.  
This action triggers a sentinel event. This designation covers the 
period of time from when an entity is acquired to the time they are 
accredited. If accreditation is not obtained by the date granted by the  
Commission, the organization must commence the entire accreditation 
process again. 

Interim 
Assessment (also 
Interim Review) 

An Interim Assessment is conducted one year after an organization 
achieves HITRUST Certification by receiving a Validated Report with 
Certification.  

Intermediary An intermediary is: “a third party who facilitates a deal between two 
other parties”. Widely used in financial services, a financial 
intermediary is: “a financial institution that connects surplus and 
deficit agents”.  

As used in an e-prescribing context, an intermediary means any 
technology system that receives and transmits an electronic 
prescription between the practitioner and the pharmacy.  

Source: 
http://www.deadiversion.usdoj.gov/ecomm/e_rx/faq/eapplications.ht 
mhttp://www.deadiversion.usdoj.gov/ecomm/e_rx/faq/eapplications.
htm 

Internal Audit In-house review of records system activity and security incidents. 
Such records might include system logs, file access information, 
security incident reports, etc. 

International 
Disclosure 

The disclosure by EHNAC that an accredited entity has some 
international In-Scope Sites. This disclosure is provided when EHNAC 
does not conduct physical site reviews to those International locations 
and can therefore not provide an opinion on the physical security 
employed by such sites. See also International Entity. 

International 
Entity 

An In-Scope site that is in a location other than a State of the United 
States or the District of Columbia. [Insular areas such as Puerto Rico, 
U.S. Virgin Islands, American Samoa, Guam, and Northern Mariana 
Islands are deemed to be “International” areas]. 

http://www.deadiversion.usdoj.gov/ecomm/e_rx/faq/eapplications.ht
http://www.deadiversion.usdoj.gov/ecomm/e_rx/faq/eapplications.h
http://www.deadiversion.usdoj.gov/ecomm/e_rx/faq/eapplications.h
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Term Definition 

Interoperability Interoperability is the ability to communicate and exchange data 
accurately, effectively, securely, and consistently with different 
information technology systems, software applications, and networks 
across various settings, such that clinical or operational purpose and 
meaning of the data are preserved and unaltered.  

Adopted from the U.S. Federal Register, Quality and Efficient Health 
Care in Federal Government Administered or Sponsored Health Care 
Programs, Section 2 (c), August 28, 2006 

Key Special information that transforms data using an encryption 
algorithm. 

Law The federal constitution; a state constitution; a federal or 
state statute, regulation, or rule; common law; or other 
action having the force and effect of law.  

Law Enforcement 
Official 

An officer or employee of any agency or authority of the United 
States, a State, a territory, a political subdivision of a State or 
territory, or an Indian tribe empowered by law to:  

1. Investigate or conduct an official inquiry into a potential 
violation of law; or  

2. Prosecute or otherwise conduct a criminal, civil, or 
administrative proceeding arising from an alleged violation of 
law.  

Lawful Custody Held in a correctional institution; or held as a juvenile offender who 
has been adjudicated delinquent, detained awaiting deportation, or 
committed to a mental institution through the criminal justice 
system. The term also applies to witnesses held in custody and 
others awaiting charges or trial.  

Lockbox A service offered by banks to companies in which the company 
receives payments by mail to a post office box from which the bank 
picks up payments and deposits them into the company's account. 
Images of the original documents are typically provided to the 
customers as part of this service. Other services may also be 
provided such as the submission to the lockbox of images of 
documents received elsewhere. 
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Term Definition 

Maintenance 
Records 

Documentation of repairs and modifications to the physical 
components of a facility including walls, doors, locks, etc. Special 
emphasis is on the recording of changes to the perimeter walls or to 
locks for any secured areas, including internal separately secured 
areas. 

Management 
Service 

Organization (MSO) 

Organizations that, for a fee, provides physician groups with such 
management services as group purchasing, billing and other financial 
activities, and assistance with insurance and staffing issues.  

Management Service Organizations (MSOs) are considered a viable 
alternative to the traditional EHR client-server model where the 
technology is maintained at the provider site. These organizations are 
capable of supporting multiple EHR products at reduced costs through 
economies of scale and bulk purchasing. Technical support usually 
extends beyond the standard business hours and in some instances is 
available on a 24/7 basis. Data is safeguarded through a network 
operating center that, by design, ensures high quality and 
uninterrupted service. MSOs enable physicians to access a patient’s 
record wherever access to the Internet exists.  

Source: 
http://mhcc.maryland.gov/electronichealth/MSOPRINT_083109.pdf 

Mandatory 
Criteria 

Criteria whose requirements must be fully met by an organization in 
order for that organization to be granted Full Accreditation. 

http://mhcc.maryland.gov/electronichealth/MSOPRINT_083109.pdf
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Term Definition 

Marketing To make a communication about a product or service that 
encourages recipients of the communication to purchase or use the 
product or service. It is not considered marketing to communicate 
treatment options to a member. NOTE: The definition of marketing 
in federal HIPAA privacy regulations is more involved. The HIPAA 
definition follows. Marketing means:   

1. To make a communication about a product or service that 
encourages recipients of the communication to purchase 
or use the product or service, unless the communication is 
made:  

• To describe a health-related product or service (or 
payment for such product or service.  

• For treatment of the individual; or  

• For case management or care coordination for the 
individual, or to direct or recommend alternative 
treatments, therapies, health care providers, or 
settings of care to the individual.  

2. An arrangement between a covered entity and any other 
entity whereby the covered entity discloses protected 
health information to the other entity, in exchange for 
direct or indirect remuneration, for the other entity or its 
affiliate to make a communication about its own product 
or service that encourages recipients of the 
communication to purchase or use that product or 
service.]  

Master Patient Index 
(MPI) 

Master Patient Index (MPI) is a database that maintains a unique 
index (or identifier) for every patient registered at a health care 
organization or other entity tracking patient information such as a  
health information exchange. The MPI is used to ensure a patient is 
logically represented only once with the same set of registration data. 
It can also be used as an enterprise tool to assure that vital clinical 
and demographic information can be cross-referenced between 
different facilities in a health care system. 
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Term Definition 

Maturity HITRUST leverages the NIST PRISMA methodology, which incorporates 
the concept of capability maturity to determine likelihood of a control 
failure but expresses the levels in a way that, while roughly equivalent 
with their Capability Maturity Model-Integrated (CMMI) counterparts, is 
much more intuitive for the evaluation of information security as 
opposed to the traditional language used around process maturity. 
Source: https://hitrustalliance.net/content/uploads/2014/05/HITRUST-
RMF-Whitepaper2.pdf 

Meaningful Choice An Individual’s choice with respect to the Use or Disclosure of EHI in 
the context of the applicable Framework Agreement that is: (i) made 
with advance knowledge as provided by the written privacy 
summary described in Sections 6.1.5, 7.6, or 8.6, as applicable; (ii) 
not used as a condition for receiving medical treatment or for 
discriminatory purposes; and (iii) revocable on a prospective basis if 
an Individual gives written notice to a QHIN, Participant, or 
Participant Member.  

Source: https://www.healthit.gov/sites/default/files/page/2019-
04/FINALTEFCAQTF41719508version.pdf 

Meaningful Use Meaningful use describes the use of health information technology 
(HIT) that leads to improvements in healthcare and furthers the goals 
of information exchange among health care professionals. The 
meaningful use rule is part of a coordinated set of regulations to help 
create a private and secure 21st-century electronic health information 
system. To become “Meaningful Users”, providers need to 
demonstrate that they use certified EHR technology in ways that can 
be measured significantly in quantity and in quality.  

Source: 
https://www.cms.gov/apps/media/press/factsheet.asp?Counter=3794
&intNumPerPage=10&checkDate=&checkKey=&srchType=1&numDay
s=3500&srchOpt=0&srchData=&keywordType=All&chkNewsType=6&in  
tPage=&showAll=&pYear=&year=&desc=&cboOrder=date 

Meaningful Use 
Incentives 

The Medicare and Medicaid EHR Incentive Programs will provide 
incentive payments to eligible providers, professionals, eligible 
hospitals and critical access hospitals (CAHs) as they adopt, 
implement, upgrade or demonstrate meaningful use of certified EHR 
technology.  

Source: http://www.cms.gov/ehrincentiveprograms/ 

https://hitrustalliance.net/content/uploads/2014/05/HITRUST-RMF-Whitepaper2.pdf
https://hitrustalliance.net/content/uploads/2014/05/HITRUST-RMF-Whitepaper2.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.cms.gov/apps/media/press/factsheet.asp?Counter=3794&amp;intNumPerPage=10&amp;checkDate&amp;checkKey&amp;srchType=1&amp;numDays=3500&amp;srchOpt=0&amp;srchData&amp;keywordType=All&amp;chkNewsType=6&amp;intPage&amp;showAll&amp;pYear&amp;year&amp;desc&amp;cboOrder=date
https://www.cms.gov/apps/media/press/factsheet.asp?Counter=3794&amp;intNumPerPage=10&amp;checkDate&amp;checkKey&amp;srchType=1&amp;numDays=3500&amp;srchOpt=0&amp;srchData&amp;keywordType=All&amp;chkNewsType=6&amp;intPage&amp;showAll&amp;pYear&amp;year&amp;desc&amp;cboOrder=date
https://www.cms.gov/apps/media/press/factsheet.asp?Counter=3794&amp;intNumPerPage=10&amp;checkDate&amp;checkKey&amp;srchType=1&amp;numDays=3500&amp;srchOpt=0&amp;srchData&amp;keywordType=All&amp;chkNewsType=6&amp;intPage&amp;showAll&amp;pYear&amp;year&amp;desc&amp;cboOrder=date
https://www.cms.gov/apps/media/press/factsheet.asp?Counter=3794&amp;intNumPerPage=10&amp;checkDate&amp;checkKey&amp;srchType=1&amp;numDays=3500&amp;srchOpt=0&amp;srchData&amp;keywordType=All&amp;chkNewsType=6&amp;intPage&amp;showAll&amp;pYear&amp;year&amp;desc&amp;cboOrder=date
https://www.cms.gov/apps/media/press/factsheet.asp?Counter=3794&amp;intNumPerPage=10&amp;checkDate&amp;checkKey&amp;srchType=1&amp;numDays=3500&amp;srchOpt=0&amp;srchData&amp;keywordType=All&amp;chkNewsType=6&amp;intPage&amp;showAll&amp;pYear&amp;year&amp;desc&amp;cboOrder=date
https://www.cms.gov/apps/media/press/factsheet.asp?Counter=3794&amp;intNumPerPage=10&amp;checkDate&amp;checkKey&amp;srchType=1&amp;numDays=3500&amp;srchOpt=0&amp;srchData&amp;keywordType=All&amp;chkNewsType=6&amp;intPage&amp;showAll&amp;pYear&amp;year&amp;desc&amp;cboOrder=date
http://www.cms.gov/ehrincentiveprograms/
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Term Definition 

Media Access 
Controls 

In a local area network (LAN) or other network, the MAC (Media 
Access Control) address is a computer's unique hardware number. (On 
an Ethernet LAN, it's the same as the Ethernet address.) When a 
computer is connected to the Internet, a correspondence table relates 
the computer’s IP address to the computer's physical (MAC) address 
on the LAN.  

The MAC address is used by the Media Access Control sublayer of the 
Data-Link Layer (DLC) of telecommunication protocols. 

Medical Bill A statement of charges for medical services. A medical bill is also 
called a claim. 

Medical Biller The person or entity responsible for the process of collecting fees for 
medical services. 

Message In Electronic Data Interchange (EDI), a message contains a string of  
data elements, each of which represents a singular fact, such as a 
price, product model number, and so forth, separated by delimiter.  
The entire string is called a data segment. One or more data segments 
framed by a header and trailer form a transaction set, which is the EDI 
unit of transmission (equivalent to a message). 

Message 
Authentication Code 

A short piece of cryptographic information used within the context of a  
transaction to ensure its authenticity.  

Message Delivery 
Solicitation 

 A request for a QHIN to initiate a QHIN Message Delivery. Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

Message Source  Originator of a Message Delivery Solicitation. Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
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Term Definition 

Midterm 
Accreditation 

EHNAC offers an Accreditation with Midterm review beginning January 
1, 2022.  While EHNAC’s standard reviews (“Full Accreditations”) are 
biennial (2-year), the optional Midterm reviews occur in intervening 
years.  When Midterm reviews are conducted, their expiration date 
will always be the same as the Full Accreditation expiration date.  This 
includes notifying EHNAC of intent to pursue a Midterm review and 
payment of appropriate fees.  The organization must inform EHNAC of 
their intent to have a Midterm review before or during the first 6 
months of their accreditation.  The Midterm Review 
examines/appraises: 

• Ongoing risk management, 
• Appropriate annual privacy and security training, 
• Quarterly vulnerability assessments, 
• Randomly selected criteria from each of the security areas 

(min. of 13 tests), and 
• Demonstration of progress against all recommendations noted 

in the previous EHNAC review. 

Minimum 
Necessary 

Refers to the provision in the HIPAA Rules that, under certain 
circumstances, requires a Covered Entity or a Business Associate to 
make reasonable efforts when Using or Disclosing PHI or when 
Requesting PHI from another Covered Entity or Business Associate to 
limit PHI to the minimum necessary to accomplish the intended 
purpose of the Use, Disclosure, or Request. See 45 CFR § 
164.502(b) and § 164.514(d).  

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interope
rability_Version_1.pdf  

Minimum 
Required Terms and 
Conditions (MRTCs) 

Terms and conditions included in the TEFCA document.  

Source: https://www.healthit.gov/sites/default/files/page/2019-
04/FINALTEFCAQTF41719508version.pdf 

Both the MRTC and the ARTC are now combined in the Common 
Agreement. 

Model Privacy 
Notice (MPN) 

The  

MSOAP The EHNAC Healthcare Management Service Organization 
Accreditation Program. 

https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
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Term Definition 

Multiple Program Organizations can pursue more than one accreditation program. The 
additional “secondary programs” are referred to as Multiple Programs. 

MyCSF A GRC tool provided by HITRUST which collects scoping information 
and then provides relevant requirements from the HITRUST CSF for 
self-evaluation and third-party assessment. 

National 
Coordinator 

The head of the Office of the National Coordinator for Health 
Information Technology established under section 3001(a) of the Public 
Health Service Act, as added by section 13101 of the ARRA.  

National Institute 
of Standards and 

Technology (NIST) 

NIST is the federal technology agency that works with industry to 
develop and apply technology, measurements, and standards. NIST is 
also the organization responsible for leading the development of the 
core health IT testing infrastructure that will provide a scalable, multi- 
partner, automated, remote capability for current and future testing 
needs.  

Source: http://healthcare.nist.gov/testing_infrastructure/index.html 

National Provider 
Identifier (NPI) 

The National Provider Identifier (NPI) is a 10-digit number used to 
identify all healthcare providers including individuals (e.g., physicians, 
nurses, dentists, chiropractors, physical therapists, and pharmacists) 
or organizations (e.g., hospitals, home health agencies, clinics, 
nursing homes, residential treatment centers, laboratories, ambulance 
companies, group practices, HMOs, suppliers of durable medical 
equipment, and pharmacies. The NPI is used to identify all healthcare  
providers in HIPAA standard transactions and in patient health 
records. 

National Uniform 
Billing Committee 

(NUBC) 

The National Uniform Billing Committee (NUBC) was brought together 
by the American Hospital Association (AHA) in 1975 and includes the 
participation of all the major national provider and payer 
organizations. The NUBC was formed to develop a single billing form 
and standard data set that could be used nationwide by institutional  
providers and payers for handling health care claims.  

Source: http://www.nubc.org/history.html 

http://healthcare.nist.gov/testing_infrastructure/index.html
http://www.nubc.org/history.html
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Term Definition 

National Uniform 
Claim Committee 

(NUCC) 

The National Uniform Claim Committee (NUCC) is a voluntary 
organization that replaced the Uniform Claim Form Task Force in 
1995. The committee was created to develop a standardized data set 
for use by the non-institutional health care community to transmit 
claim and encounter information to and from all third-party payers. It 
is chaired by the American Medical Association (AMA), with the  
Centers for Medicare and Medicaid Services (CMS) as a critical 
partner. The committee is a diverse group of health care industry 
stakeholders representing providers, payers, designated standards 
maintenance organizations, public health organizations, and vendors.  

Source: http://www.nucc.org/ 

Nationwide 
Health Information 
Network (NHIN or 

NwHIN) 

See eHealth Exchange. 

NCPDP The National Council for Prescription Drug Programs is a standards 
development organization (SDO) which creates and promotes 
standards for the transfer of data to and from the pharmacy services 
sector of the healthcare industry. 

Network and 
System 

Administrators 

Network and systems administrators install, maintain, and support an 
organization's information technology systems. They test system 
components to ensure that computers, software, and network 
equipment function seamlessly together. Administrators are also in 
charge of the organization's LAN, WAN, intranet or Internet systems. 

New Jersey 
Department of 

Banking & 
Insurance (DOBI) 

The New Jersey Department of Banking and Insurance regulates the 
banking, insurance and real estate industries. The Division of 
Insurance issues licenses to insurance companies, producers, and 
other risk-assuming entities; reviews insurance products and rates for 
compliance with existing regulations; and monitors the financial 
solvency of licensees to ensure product availability in the marketplace. 

The Division also responds to consumer concerns and inquiries and 
endeavors to educate consumers regarding insurance products and 
issues.  

Source:http://www.state.nj.us/dobi/division_insurance/index.htm 

http://www.nucc.org/
http://www.state.nj.us/dobi/division_insurance/index.htm
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Term Definition 

NHIN Direct  

The Direct Project 

The Direct Project is the set of standards, policies and services that 
enable simple, secure transport of health information between 
authorized care providers. The Direct Project enables standards-based 
health information exchange in support of core Stage 1 Meaningful  
Use measures, including communication of summary care records, 
referrals, discharge summaries and other clinical documents in 
support of continuity of care and medication reconciliation, and 
communication of laboratory results to providers. 

NIST CSF 
(Cybersecurity 

Framework) 

The NIST Framework for Improving Critical Infrastructure 
Cybersecurity. See: 
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf 

NIST Special 
Publication 800-171 

Special Publication 800-171, Protecting Controlled Unclassified 
Information in Nonfederal Systems and Organizations published by 
the National Institute of Standards and Technology.  

Source: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
171r1.pdf. 

NIST Special 
Publication 800-53 

The NIST Security and Privacy Controls for Information Systems and 
Organizations. See: https://csrc.nist.gov/publications/detail/sp/800-
53/rev-5/final 

NIST Special 
Publication 800-63 

Special Publication 800-63 (Revision 3), Digital Identity Guidelines 
published by the National Institute of Standards and Technology.  

Source: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
63a.pdf. 

Non-HIPAA Entity 
(NHE) 

 A QHIN, Participant, or Subparticipant that is neither a Covered 
Entity nor a Business Associate under HIPAA with regard to activities 
under this Common Agreement. 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interop
erability_Version_1.pdf 

 

Non-repudiation  Strong and substantial evidence of the identity of the signer of a 
message, sufficient to prevent a party from successfully denying the 
origin, submission or delivery of the message. 

 

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r1.pdf
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
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Term Definition 

Notice of Privacy 
Practices 

 A detailed statement of policies, practices or procedures by a Covered  
Entity that explains how a health plan or healthcare provider uses or 
discloses Protected Health Information and assures the privacy rights 
of subject individuals. 

 

Off-site Storage  The location separated from the data center where data and system 
back-ups are physically stored. Off-site storage is critical to recovering 
from a catastrophic disaster since systems and data must be able to 
be recovered from a site distinct from the affected site. 

 

Office for Civil 
Rights (OCR) 

 The Office for Civil Rights enforces the HIPAA Privacy Rule, which 
protects the privacy of individually identifiable health information; the  
HIPAA Security Rule, which sets national standards for the security of 
electronic protected health information; and the confidentiality 
provisions of the Patient Safety Rule, which protect identifiable 
information being used to analyze patient safety events and improve  
patient safety.  

Source: http://www.hhs.gov/ocr/office/index.html 

 

Office of Foreign 
Assets Control 

(OFAC) 

The Office of Foreign Assets Control (OFAC) of the US Department of 
the Treasury administers and enforces economic and trade sanctions 
based on US foreign policy and national security goals against targeted 
foreign countries and regimes, terrorists, international narcotics 
traffickers, those engaged in activities related to the proliferation of 
weapons of mass destruction, and other threats to the national 
security, foreign policy or economy of the United States. 

Source: http://www.treasury.gov/about/organizational-  
structure/offices/Pages/Office-of-Foreign-Assets-Control.aspx 

Office of the 

National 
Coordinator for 

Health Information 
Technology (ONC) 

The Office of the National Coordinator for Health Information 
Technology (ONC) is the principal Federal entity charged with 
coordination of nationwide efforts to implement and use the most 
advanced health information technology and the electronic exchange o f  
health information. The position of National Coordinator was c rea t ed  
in 2004, through an Executive Order, and legislatively mandated in the 
Health Information Technology for Economic and Clinical Health Act 
(HITECH Act) of 2009. ONC is organizationally located within the Office 
of the Secretary for the U.S. Department of Health and Human Services 
(HHS). 

Source: 
http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__
onc/1200 

http://www.hhs.gov/ocr/office/index.html
http://www.treasury.gov/about/organizational-structure/offices/Pages/Office-of-Foreign-Assets-Control.aspx
http://www.treasury.gov/about/organizational-structure/offices/Pages/Office-of-Foreign-Assets-Control.aspx
http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__onc/1200
http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__onc/1200
http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__onc/1200
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Term Definition 

Offline storage Data storage that is not directly accessible by a computer system. 
Examples of such storage include removable disk and tape cartridges 
that require human intervention to be accessed by the system. 

Onboarding The process Signatory, a Participant, or a Subparticipant must 
undergo to become a QHIN, Participant, or Subparticipant and 
operational in the production environment under the Framework 
Agreement to which it is a party. For Signatory, the Onboarding 
requirements shall be set forth in the Onboarding & Designation SOP 
addressing the process toward Designation as a QHIN. For a 
Participant, the Onboarding requirements shall be set forth in the 
Participant-QHIN Agreement. For a Subparticipant, the Onboarding 
requirements shall be set forth in the Subparticipant Agreement or 
the Downstream Subparticipant Agreement, as applicable. 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interope
rability_Version_1.pdf 

ONC (Office of 
National 

Coordinator) 

Office of the National Coordinator for Health Information Technology.  

Online storage Data storage such as a disk or a SAN that is directly accessible by a 
computer system, in contrast to "offline storage". 

Operational 
critical 

Services provided to customers that are critical to the successful 
ongoing business of the customer. 

Operational 
Critical Trading 

Partner Inquiries 

Trading partner support inquiries received regarding operational  
critical services. 

Organization EHNAC refers to entities that apply for accreditation and/or receive 
accreditation as “Organizations”. This term is intentionally broad to 
encompass for-profit and non-profit companies, government agencies, 
healthcare provider, institutions, etc. 

https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
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Organized Health 
Care Arrangement 

1. A clinically integrated care setting in which individuals typically 
receive health care from more than one health care provider 
(Example: hospital and its medical staff, when treating members at 
the hospital);  

2. An organized system of health care in which more than one covered 
entity participates, and in which the participating covered entities:  

a. Hold themselves out to the public as participating in a joint 
arrangement; and  

b. Participate in joint activities that include at least one of the 
following:  

i. Utilization review, in which health care decisions by 
participating covered entities are reviewed by other 
participating covered entities or by a third party on 
their behalf;  

ii. Quality assessment and improvement activities, in 
which treatment provided by participating covered 
entities is assessed by other participating covered 
entities or by a third party on their behalf; or  

iii. Payment activities, if the financial risk for delivering 
health care is shared, in part or in whole, by 
participating covered entities through the joint 
arrangement and if protected health information 
created or received by a covered entity is reviewed 
by other participating covered entities or by a third 
party on their behalf for the purpose of 
administering the sharing of financial risk.  
(Example:  an individual practice association, or 
“IPA.”) 

3. A group health plan and a health insurance issuer or HMO with 
respect to such group health plan, but only with respect to 
protected health information created or received by such health 
insurance issuer or HMO that relates to individuals who are or who 
have been participants or beneficiaries in such group health plan;  

4. A group health plan and one or more other group health plans each 
of which are maintained by the same plan sponsor; or  

5. The group health plans described in paragraph (4) of this definition 
and health insurance issuers or HMOs with respect to such group 
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Term Definition 

health plans, but only with respect to protected health information 
created or received by such health insurance issuers or HMOs that 
relates to individuals who are or have been participants or 
beneficiaries in any of such group health plans. 

Source: https://www.bricker.com/industries-practices/health-
care/insights-resources/resource/hipaa-regulations-general-provisions-
definitions-organized-health-care-arrangement-%C2%A7-160103-261 

OSAP The EHNAC Healthcare Network Outsourced Services Accreditation 
Program. This program provides accreditation for entities providing 
outsourcing services such as Network Administration, Data Center 
Operations, Call Center Operations, Disaster Recovery Services, Media 
Storage, Printing Services, Scanning Services, Product Development, 
and HIE services. HIE outsourcers provide comprehensive HIE 
technology services that enable health information  
exchanges/organizations (HIOs or HIEs) to deliver effective solutions 
within a defined community (for example, these entities can provide 
data storage, hardware, software, MPI, RLS, results delivery, backup 
and other services as needed to support the HIE infrastructure). 

Parent Company A company that controls other companies by owning an influential 
amount of voting stock. Companies can become parent companies by 
many different means. The two most common ways are through (1) 
acquisitions of smaller companies and (2) the spin-off or creation of 
subsidiaries. 

Participant To the extent permitted by applicable SOP(s), a U.S. Entity 
regardless of whether the entity is a Covered Entity or a Business 
Associate, that has entered into a Participant-QHIN Agreement 
whereby the QHIN agrees to transmit and receive information via 
QHIN-to-QHIN exchange on behalf of the party to the Participant- 
QHIN Agreement for the Exchange Purposes. 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interope
rability_Version_1.pdf 

https://www.bricker.com/industries-practices/health-care/insights-resources/resource/hipaa-regulations-general-provisions-definitions-organized-health-care-arrangement-%C2%A7-160103-261
https://www.bricker.com/industries-practices/health-care/insights-resources/resource/hipaa-regulations-general-provisions-definitions-organized-health-care-arrangement-%C2%A7-160103-261
https://www.bricker.com/industries-practices/health-care/insights-resources/resource/hipaa-regulations-general-provisions-definitions-organized-health-care-arrangement-%C2%A7-160103-261
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
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Term Definition 

Participant-QHIN 
Agreement 

An agreement that incorporates all of the Required Flow-Downs of 
this Common Agreement and is between a QHIN and one or more 
Participants; provided, however, that any provisions of said 
agreement that permit or require activities other than those required 
or permitted by the Common Agreement shall not be deemed part of 
the Participant-QHIN Agreement as defined herein. For example, if 
the agreement provides for transmission of information for reasons 
other than the Exchange Purposes, the provisions governing such 
activities shall not be deemed part of the Participant-QHIN 
Agreement as defined in the Common Agreement. 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interope
rability_Version_1.pdf 

Participant-
Subparticipant 

Agreement 

An agreement that incorporates all of the Required Flow-Downs of 
this Common Agreement and is between a Participant and one or 
more Subparticipants, which enables the Subparticipant(s) to use 
the services of the Participant as described in Section 9 of this 
Common Agreement to send and/or receive information for one or 
more Exchange Purposes; provided, however, that any provisions of 
said agreement that permit or require activities other than those 
required or permitted by the Common Agreement shall not be 
deemed part of the Participant-Subparticipant Agreement as defined 
herein. For example, if the agreement provides for transmission of 
information for reasons other than the Exchange Purposes, the 
provisions governing such activities shall not be deemed part of the 
Participant-Subparticipant Agreement as defined within the 
Common Agreement. 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interop
erability_Version_1.pdf 

Password A confidential string of characters used to gain access to a computer 
system or application. 

Patient A person who obtains health care services from a doctor, hospital or 
other healthcare provider; a user of healthcare services. 

Patient 
Authorization 

A document signed by the patient or their legal representative 
authorizing the release of specific Protected Health Information. 

https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf


 
 

Glossary of Terms 

 

EHNAC Glossary September 30, 2022 Page 66 of 94 
This document is the property of EHNAC and may not be used, disclosed or reproduced, in whole or part, without the express written consent of EHNAC. The 

unauthorized copying, dissemination or use of this document or any information contained therein may constitute a violation of U.S. law and be grounds for 
civil or criminal penalties. This document contains information owned by EHNAC. Such information may be used only for the internal or personal use of an 

EHNAC accreditor organization and only during and subject to the terms and conditions of an EHNAC program accreditation. All rights reserved. 
 

Term Definition 

Patient Centered 
Medical Home 

(PCMH) 

The Patient Centered Medical Home (PCMH) is an approach to 
providing comprehensive primary care for children, youth and adults. 
The PCMH is a health care setting that facilitates partnerships between 
individual patients, and their personal physicians, and when 
appropriate, the patient’s family.  

Source: http://www.pcpcc.net/content/joint-principles-patient-
centered-  medical-home 

Patient 
Demographic Data 

Quality (PDDQ) 
Framework 

ONC’s Patient Demographic Data Quality Framework module is 
intended to support health systems, large practices, health 
information exchanges, and payers in improving their patient 
demographic data quality. 

See https://www.healthit.gov/playbook/pddq-framework/ 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Trusted_Exchange_Framework_0122.pdf 

Payer An organization responsible for payment to providers. 

http://www.pcpcc.net/content/joint-principles-patient-centered-medical-home
http://www.pcpcc.net/content/joint-principles-patient-centered-medical-home
http://www.pcpcc.net/content/joint-principles-patient-centered-medical-home
https://www.healthit.gov/playbook/pddq-framework/
https://www.healthit.gov/sites/default/files/page/2022-01/Trusted_Exchange_Framework_0122.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Trusted_Exchange_Framework_0122.pdf
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Payment  These activities are included as part of determining and collecting 
remuneration for health care services: 

1. The activities undertaken by a covered entity to obtain premiums or 
to determine or fulfill its responsibility for coverage and provision of 
benefits under the health plan, except as prohibited under 
164.502(a)(3) which states; Notwithstanding any other provision of 
this subpart, a health plan shall not use or disclose PHI that is genetic 
information for underwriting purposes. (GINA) 

2. The activities undertaken by a covered entity to obtain or provide 
reimbursement for the provision of health care; 

3. Determinations of eligibility or coverage (including coordination of 
benefits or the determination of cost sharing amounts); 

4. Adjudication or subrogation of health benefit claims;  

5. Billing, claims management, collection activities, obtaining payment 
under a contract for reinsurance (including stop-loss insurance and 
excess of loss insurance), and related health care data processing;  

6. Review of health care services with respect to medical necessity, 
coverage under a health plan, appropriateness of care or justification 
of charges;  

7. Utilization review activities, including precertification and 
preauthorization of services, concurrent and retrospective review of 
services; and  

8. Disclosure to consumer reporting agencies of any of the following 
protected health information relating to collection of premiums or 
reimbursement:  
a. Name and address,  
b. Date of birth, 
c. Social security number, 
d. Payment history, 
e. Account number, and 
f. Name and address of the health care provider and/or 

health plan.  
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Term Definition 

PBDAP The EHNAC Privacy by Design Accreditation Program. See 
also https://www.ama-assn.org/delivering-care/patient-
support-advocacy/ama-health-data-privacy-framework and 
https://www.ama-assn.org/system/files/privacy-principles-
by-design.pdf. 

Peak Load A point in time during which a system or a system resource 
encounters its heaviest usage. 

Peer Review A system of evaluation where persons use established standards of 
business practices to assess the performance of their colleagues. 

Permitted 
Purposes 

Permitted purposes are reasons for transacting/transferring 
information that are consistent with an entity’s participation 
agreement and/or data use agreements with the party/parties to 
whom the information is being given or sought. 

Personal Health 
and Wellness Data 

(PHWD) 

EHNAC’s Personal Health and Wellness Data criteria are provided 
for entities seeking accreditation that handle personal health and 
wellness data but are subject to neither HIPAA, GDPR, CCPA, nor 
the CARIN Alliance Code of Conduct. The PHWD criteria are drawn 
from the Consumer Technology Association publication, “Guiding 
Principles on the Privacy of Personal Health and Wellness 
Information”., which can be found at: 
https://cdn.cta.tech/cta/media/media/membership/pdfs/final-cta-
guiding-principles-for-the-privacy-of-personal-health-and-
wellness-information.pdf. 

Personal Health 
Record 

An electronic record of PHR identifiable health information (as 
defined in section 13407 (f)(2) of the ARRA) on an individual that 
can be drawn from multiple sources and that is· managed, shared, 
and controlled by or primarily for the individual.  

Personal 
Representative 

A person who, under applicable law, has authority to act on behalf 
of another individual in making decisions related to health care. 

https://www.ama-assn.org/delivering-care/patient-support-advocacy/ama-health-data-privacy-framework
https://www.ama-assn.org/delivering-care/patient-support-advocacy/ama-health-data-privacy-framework
https://www.ama-assn.org/system/files/privacy-principles-by-design.pdf
https://www.ama-assn.org/system/files/privacy-principles-by-design.pdf
https://cdn.cta.tech/cta/media/media/membership/pdfs/final-cta-guiding-principles-for-the-privacy-of-personal-health-and-wellness-information.pdf
https://cdn.cta.tech/cta/media/media/membership/pdfs/final-cta-guiding-principles-for-the-privacy-of-personal-health-and-wellness-information.pdf
https://cdn.cta.tech/cta/media/media/membership/pdfs/final-cta-guiding-principles-for-the-privacy-of-personal-health-and-wellness-information.pdf
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Term Definition 

Personally 
Identifiable 

Information (PII) 

Personally Identifiable Information (PII) refers to information that 
can be used to distinguish or trace an individual’s identity, either 
alone or when combined with other personal or identifying 
information that is linked or linkable to a specific individual. The 
definition of PII is not anchored to any single category of 
information or technology. Rather, it requires a case-by-case 
assessment of the specific risk that an individual can be identified. 
In performing this assessment, it is important for an agency to 
recognize that non-PII can become PII whenever additional 
information is made publicly available — in any medium and from 
any source — that, when combined with other available 
information, could be used to identify an individual. 

Source: https://www.gsa.gov/reference/gsa-privacy-
program/rules-and-policies-protecting-pii-privacy-act  

Pharmacy Benefit 
Manager (PBM) 

A company under contract with managed care organizations, self- 
insured companies, or government programs to manage that 
organization’s drug benefit program. Services may include pharmacy 
network management, drug utilization review, outcomes 
management, and disease management. 

Physical 
Safeguards 

Controls which protect physical resources such as buildings, computer 
systems, network systems, and related equipment from physical harm 
due to human, natural, and environmental hazards. 

Plan 
Administration 

The administration functions performed by the plan sponsor of a 
group health plan on behalf of the group health plan. Excludes 
functions performed by the plan sponsor in connection with any other 
benefit or benefit plan of the plan sponsor.  

Plan Sponsor 1. The employer in the case of an employee benefit plan established 
or maintained by a single employer, 

2. The employee organization in the case of a plan established or 
maintained by an employee organization, or 

3. In the case of a plan established or maintained by two or more 
employers or jointly by one or more employers and one or more 
employee organizations, the association, committee, joint board of 
trustees, or other similar group of representatives of the parties 
who establish or maintain the plan.  

https://www.gsa.gov/reference/gsa-privacy-program/rules-and-policies-protecting-pii-privacy-act
https://www.gsa.gov/reference/gsa-privacy-program/rules-and-policies-protecting-pii-privacy-act
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Term Definition 

Practice 
Management 

System/Software 
(PMS) 

Practice management software (PMS) is a category of software that 
supports the day-to-day operations of a medical practice. Such 
software frequently allows users to capture patient demographics, 
schedule appointments, maintain lists of insurance payers, perform 
billing tasks, and generate reports. PMS is often connected to an  
electronic medical records (EMR) system. While some information in a 
PMS and an EMR overlaps — for example, patient and provider data — 
in general the EMR system is used for the assisting the practice with 
clinical matters, while PMS is used for administrative and financial 
matters. 

Preferred 
Provider 

Organization (PPO) 

A preferred provider organization (or "PPO", sometimes referred to as 
a participating provider organization or preferred provider option) is a 
managed care organization of medical doctors, hospitals, and other 
health care providers who have a covenant with an insurer or a third- 
party administrator to provide health care at reduced rates to the 
insurer's or administrator's clients.   

Source: http://healthharbor.com/health-insurance-101/plan-types 

Primary Domain 
Controller (PDC) 

Primary Domain Controller (PDC) is a server computer in a Windows 
domain. The PDC has an administration account which has overall 
total control of the domain resources. 

Primary Program The first Program an Organization applies for (or the “primary”). 

Principles for 
Trusted Exchange 

Defined within the TEF at: 
https://www.healthit.gov/sites/default/files/page/2022-
01/Trusted_Exchange_Framework_0122.pdf. 

 

Principles for 
Trusted Exchange 

Seven principles defined in The Trusted Exchange Framework (TEF): 
Principles for Trusted Exchange, published January 2022. 

See: https://www.healthit.gov/sites/default/files/page/2022-
01/Trusted_Exchange_Framework_0122.pdf 

Printing 
Operations 

Facilities that are responsible for the printing of PHI and is related to 
the accreditation. The facility may be owned and operated by the 
Candidate organization or by an outsourced third party. 

http://healthharbor.com/health-insurance-101/plan-types
https://www.healthit.gov/sites/default/files/page/2022-01/Trusted_Exchange_Framework_0122.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Trusted_Exchange_Framework_0122.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Trusted_Exchange_Framework_0122.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Trusted_Exchange_Framework_0122.pdf
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Term Definition 

Privacy and 
Security Notice 

[TEFCA] 

This has the meaning assigned to such term in Section 10.3 of the 
Common Agreement. 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interoper
ability_Version_1.pdf 

Privacy Officer or 
Official 

The Privacy Officer or Official is responsible for developing and 
implementing the privacy policies and procedures for a covered entity. 
They are also a contact responsible for receiving complaints and 
providing individuals with information on the covered entity’s privacy 
practices.  

The Security Officer role and the Privacy Officer role maybe performed 
by the same person in the organization.   

Source: 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/summary/index
.html 

Privacy Rule Standards for Privacy of Individually Identifiable Health Information, 
as specified in 45 CFR Parts 160 and 164. 

Product 
Development 

Operations 

Product development operations is the department responsible for the 
development of the services offered to customers related to the 
accreditation. Product development could be a department within the 
Candidate organization or outsourced to a third party. 

https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
http://www.hhs.gov/ocr/privacy/hipaa/understanding/summary/index.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/summary/index.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/summary/index.html
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Term Definition 

Protected Health 
Information (PHI) 

PHI is individually identifiable health information: 

(1) Except as provided in paragraph two (2) of this definition, that is: 

(i) Transmitted by electronic media; 

(ii) Maintained in electronic media; or 

(iii) Transmitted or maintained in any other form or medium. 

(2) Protected health information excludes individually identifiable  
health information in: 

(i) Education records covered by the Family Educational Rights and 
Privacy Act, as amended, 20 U.S.C. 1232g; 

(ii) Records described at 20 U.S.C. 1232g(a)(4)(B)(iv); and 

(iii) Employment records held by a covered entity in its role as 
employer. 

Provenance The chronology of the origin, development, ownership, location, and 
changes to a system or system component and associated data. It may 
also include the personnel and processes used to interact with or make 
modifications to the system, component, or associated data. 

Source: https://csrc.nist.gov/glossary/term/provenance 

 

Provider A supplier of healthcare services, supplies, or equipment. 

Provisional 
Accreditation 

The EHNAC accreditation designation awarded an organization when it 
does not satisfy the requirements of Full Accreditation but is granted a 
specified period of time to fulfill the requirements. 

Provisional QHIN A Provisional QHIN has not yet completed all of the requirements of 
the Common Agreement and the QHIN Technical Framework and has 
not been Designated by the RCE as a QHIN.  

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interoperabi
lity_Version_1.pdf 

https://csrc.nist.gov/glossary/term/provenance
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
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Term Definition 

Public Health with respect to the definition of Exchange Purposes, a Request, Use, 
Disclosure, or Response permitted under the HIPAA Rules and other 
Applicable Law for public health activities and purposes involving a 
Public Health Authority, where such public health activities and 
purposes are permitted by Applicable Law, including a Use or 
Disclosure permitted under 45 CFR § 164.512(b) and 45 CFR § 
164.514(e). 

For the avoidance of doubt, a Public Health Authority may Request, 
Use, and Disclose TI hereunder for the Exchange Purpose of Public 
Health to the extent permitted by Applicable Law and the Framework 
Agreements. 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interoperabi
lity_Version_1.pdf 

Public Key 
Infrastructure 

(PKI) 

The hardware, software, people, processes, and policies that, 
together, using the technology of asymmetric cryptography, facilitate 
the creation of a verifiable association between a public key (the 
public component of an asymmetric key pair) and a private key (the 
private component of that pair), for uses such as authenticating the 
identity of a specific entity, ensuring the integrity of information, 
establishing an encrypted communications session, and with the 
proper authentication policies, providing support for non-repudiation. 

A PKI (public key infrastructure) enables users of a basically unsecure 
public network such as the Internet to securely and privately 
e x c h a n g e  data and money through the use of a public and a private 
cryptographic key pair that is obtained and shared through a trusted 
authority. The public key infrastructure provides for a digital certificate 
that can identify an individual or an organization and directory 
s e r v i c e s  that can store and, when necessary, revoke the certificates. 

https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
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Term Definition 

QHIN 
Cybersecurity 
Coverage SOP 

As stated in the TEFCA RCE Standard Operating Procedure (SOP): 
QHIN Cybersecurity Coverage:  

“Section 12.1.1 of the Common Agreement states: ‘In accordance 
with the Cybersecurity Coverage SOP, Signatory shall maintain, 
throughout the term of this Agreement: (i) a policy or policies of 
insurance for cyber risk and technology errors and omissions; (ii) 
internal financial reserves to self-insure against a cyber-incident; or 
(iii) some combination of (i) and (ii).’” 

See: https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/SOP-QHIN-CyberSec-Coverage-FINAL.pdf 

QHIN Directory  A system used by QHINs to record and resolve the identifiers and 
endpoints of members of their network (i.e., Participants and 
Subparticipants). The QHIN Directory includes a local copy of the RCE 
Directory. Source: https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

QHIN Message 
Delivery 

 The act of a QHIN delivering information to one or more other QHINs 
(i.e., via QHIN-to-QHIN exchange) for delivery to one or more 
Participants, Subparticipants, or Individuals (sometimes referred to 
as a “push”). Source: https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

QHIN Query  The act of a QHIN requesting information from one or more other 
QHINs (sometimes referred to as a “pull”). Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

QHIN Security 
Requirements for 

the Protection of TI 
SOP 

As stated in the TEFCA RCE Standard Operating Procedure (SOP): 
QHIN Security Requirements for the Protection of TI:  

“This SOP identifies specific requirements that QHINs must follow to 
protect the security of TI. It also provides specific information about 
the Cybersecurity Council.” 

See: https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/SOP-QHIN-Security-of-TI-FINAL.pdf 

https://rce.sequoiaproject.org/wp-content/uploads/2022/01/SOP-QHIN-CyberSec-Coverage-FINAL.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/SOP-QHIN-CyberSec-Coverage-FINAL.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/SOP-QHIN-Security-of-TI-FINAL.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/SOP-QHIN-Security-of-TI-FINAL.pdf
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Term Definition 

QTF (Qualified 
Health Information 

Network (QHIN) 
Technical 

Framework) 

The Qualified Health Information Network (QHIN) Technical 
Framework (QTF), Version 1.0, Published January 2022: 

“The Qualified Health Information Network (QHIN) Technical 
Framework (QTF), developed by the RCE, describes the 
functional and technical requirements that a Health Information 
Network (HIN) must fulfill to serve as a QHIN under the 
Common Agreement. The QTF specifies the technical 
underpinnings for QHIN-to-QHIN exchange and certain other 
responsibilities described in the Common Agreement. The QTF 
is intended to be consistent with the Common Agreement, but 
to the extent of any conflict or inconsistency, the terms of the 
Common Agreement shall control.” 

- From QTF, Page 4 

See: https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf 

Qualified Health 
Information 

Network (QHIN) 

To the extent permitted by applicable SOP(s), a Health Information 
Network that is a U.S. Entity that has been Designated by the RCE 
and is a party to the Common Agreement countersigned by the RCE. 

Source: https://www.healthit.gov/sites/default/files/page/2022-
01/Common_Agreement_for_Nationwide_Health_Information_Interope
rability_Version_1.pdf 

Quality 
Assessment and 

Improvement 

The conduct of quality assessment and improvement activities 
described in subsection (1) of the definition of health care operations 
set forth at 45 CFR § 164.501.  

Source: https://www.healthit.gov/sites/default/files/page/2019-
04/FINALTEFCAQTF41719508version.pdf 

Query Solicitation  A request for a QHIN to initiate a QHIN Query. Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

Query Source  Originator of a Query Solicitation. Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

RARC Remittance Advice Remark Codes. For more information, see: 
https://www.caqh.org/core/ongoing-maintenance-core-code-
combinations. 

https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Common_Agreement_for_Nationwide_Health_Information_Interoperability_Version_1.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://www.caqh.org/core/ongoing-maintenance-core-code-combinations
https://www.caqh.org/core/ongoing-maintenance-core-code-combinations
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Term Definition 

RCE (Recognized 
Coordinating 

Entity): 

The Sequoia Project is the current Recognized Coordinating Entity, 
which is responsible for developing, updating, implementing, and 
maintaining the Common Agreement. As stated at the ONC website: 

“In 2019, ONC issued a Notice of Funding Opportunity and 
subsequently awarded a cooperative agreement to The Sequoia 
Project to serve as the Recognized Coordinating Entity (RCE) and to 
develop, update, implement, and maintain the Common Agreement. 
Since then, ONC and the RCE have worked together to gather 
industry-wide stakeholder input to draft and refine the approach to 
enabling nationwide health information exchange across different 
health information networks. In FY 2021, ONC awarded a new round 
of funding of $942,000 to The Sequoia Project under the RCE 
cooperative agreement to support RCE activities from August 2021 to 
August 2022.” 

Source: https://www.healthit.gov/topic/interoperability/trusted-
exchange-framework-and-common-agreement-tefca 

RCE Directory  The individual organization entries that form the content of the RCE 
Directory Service. Source: https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

Re-marketing Selling the services of an Electronic Healthcare Network or VAN to 
another network, vendor, or other third party that re-sells those 
services to a customer. Sometimes the services are renamed under a 
private label agreement. 

Readiness Work Readiness Work is the work using the MyCSF tool to conduct Scoping, 
and then with respect to each Requirement Statement gathering 
relevant information and documentation, assessing compliance at each 
Maturity Level, conducting appropriate testing and documenting the 
results to validate the level of maturity stated. 

Real-time A Real-time system responds to events within the same 
communication session as quickly as possible. The response time 
must be within the maximum allowed. For real-time transactions, 
data entry screens must adhere to the data content standards but do 
not have to adhere to the format standards, as long as the data is 
translated into the X12 format before it is transmitted. Typically, real- 
time is associated with eligibility, claim status and prescription/drug 
information. 

https://www.healthit.gov/topic/interoperability/trusted-exchange-framework-and-common-agreement-tefca
https://www.healthit.gov/topic/interoperability/trusted-exchange-framework-and-common-agreement-tefca
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
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Term Definition 

Recognized 
Coordinating Entity 

(RCE) 

The entity selected by ONC that will enter into agreements with 
QHINs in order to impose, at a minimum, the requirements of the 
Common Agreement and the QHIN Technical Framework on the 
QHINs and administer such requirements on an ongoing basis.  

Source: https://www.healthit.gov/sites/default/files/page/2019-
04/FINALTEFCAQTF41719508version.pdf 

Record Locator 
Service (RLS) 

 A service that provides authorized users the location of records 
based on criteria such as a patient ID and/or record data type, as 
well as providing functionality for the ongoing maintenance of health 
record location information. Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

Record Locator 
Service (RLS) 

An electronic index of patient identifying information that directs  
providers in a health information exchange to the location of patient 
health records held by providers and group purchasers. 

- Providers may construct an RLS without patient consent 

- Providers must obtain patient consent to access a patient’s health 
record. RLS usually works in concert with an MPI. 

http://www.ahrq.gov/about/annualmtg07/0927slides/connelly/Connell y-
13.html 

Recovery Time 
Objective (RTO) 

The predetermined point in time by which the business operations 
must be available after a service disruption. This time is the 
maximum amount of time measured from the incident. The RTO is 
achieved when the data and processes are recovered and re- 
established to the agreed-upon RPO. The RTO is composed of both 
the Declaration Time and the Service Continuity Objective. For 
example, an RTO of 36 hours indicates that all critical systems must 
be fully operational within 36 hours following a service disruption. 

Regenerate The act of recreating a transaction such that it can be successfully 
reprocessed. 

https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
http://www.ahrq.gov/about/annualmtg07/0927slides/connelly/Connelly-13.html
http://www.ahrq.gov/about/annualmtg07/0927slides/connelly/Connelly-13.html
http://www.ahrq.gov/about/annualmtg07/0927slides/connelly/Connelly-13.html
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Term Definition 

Regional 
Extension Center 

(REC) 

The HITECH Act authorized the Health Information Technology 
Extension Program  

The RECs support and serve health care providers to help them 
quickly become adept and meaningful users of electronic health  
records (EHRs). RECs are designed to make sure that eligible  
professionals receive the assistance they need to use EHRs. This 
assistance includes training, support services, information, guidance 
and technical assistance. 

http://healthit.hhs.gov/portal/server.pt/community/hit_extension_pro  
gram/1495/home/17174 

Regional Health 
Information 

Organization 
(RHIO) 

Organized cross-organizational healthcare data-sharing organizations 
are referred to as RHIOs. These organizations are also referred to as  
health information exchanges (HIEs). 

Registration 
Authority (RA) 

An entity that verifies a certificate requestor’s identity and 
authorization either directly or through a Trusted Agent. 

Relying Party 
(RP) 

An entity that relies upon the subscriber’s authenticator(s) and 
credentials or a verifier’s assertion of a claimant’s identity, typically 
to process a transaction or grant access to information or a system.  

Source: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
63a.pdf. 

Requirement 
Statement 

The lowest level criterion an organization must address within MyCSF. 

Responding 
Gateway 

 A transaction gateway that supports incoming requests and 
responses for QHIN Query (Patient Discovery, Document Query, 
Document Retrieve) and QHIN Message Delivery. For the full 
definition, see IHE Technical Frameworks General Introduction, 
Appendix A: IHE Actor Definitions at: 
https://profiles.ihe.net/GeneralIntro/ch-A.html. Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

Responding QHIN  A QHIN that receives (and responds to as appropriate) a QHIN 
Query or QHIN Message Delivery from an Initiating QHIN. Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

http://healthit.hhs.gov/portal/server.pt/community/hit_extension_program/1495/home/17174
http://healthit.hhs.gov/portal/server.pt/community/hit_extension_program/1495/home/17174
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://profiles.ihe.net/GeneralIntro/ch-A.html
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
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Term Definition 

Responding 
Source 

 Receiver of a message delivery, or the source of any information 
provided in response to a QHIN query. Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

Retiree Drug 
Subsidy Program 

(RDS) 

The retiree drug subsidy (RDS) is one of several options available 
under Medicare that enables employers and unions to continue 
assisting their Medicare eligible retirees in obtaining more generous 
drug coverage. It is generally considered the easiest and most 
straightforward of the available options and can often be 
implemented with little or no benefit design changes to current 
coverage.  

https://www.cms.gov/EmployerRetireeDrugSubsid/ 

Risk Risk is a function of the likelihood of a given threat triggering or 
exploiting a particular vulnerability, and the resulting impact on the  
organization. This means that risk is not a single factor or event, but 
rather it is a combination of factors or events (threats and 
vulnerabilities) that, if they occur, may have an adverse impact on the 
organization. 

Risk Assessment A formal process wherein business risk is typically measured using a 
combination of impact potential and occurrence probability. 

The risk assessment determines the potential risks and vulnerabilities 
to the confidentiality, availability and integrity of all PHI that an  
organization creates, receives, maintains, or transmits. The risk  
assessment should be reviewed at least annually or when major 
changes occur in the entity's organization or architecture. 

Sarbanes Oxley 
(SOX) 

The Sarbanes-Oxley Act, commonly called Sarbanes–Oxley, Sarbox or 
SOX, is a United States federal law enacted in July 2002 that 
introduced major changes to the regulation of corporate governance 
and financial practice.  

http://www.soxlaw.com/introduction.htm 

Scanning 
Operations 

Facilities that are responsible for the scanning of PHI and related to 
the accreditation. The facility may be owned and operated by the 
Candidate organization or by an outsourced third party. 

https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://www.cms.gov/EmployerRetireeDrugSubsid/
http://www.soxlaw.com/introduction.htm
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Term Definition 

Scoping  

[HITRUST: within 
MyCSF] 

The act of applying specific technology-related, infrastructure-related, 
public access-related, scalability-related, common security control-
related, and risk-related considerations on the applicability and 
implementation of individual security and privacy controls in the control 
baseline. 

Source: https://hitrustalliance.net/content/uploads/2014/05/HITRUST-
RMF-Whitepaper2.pdf 

Screening Screening refers to an organization’s processes for investigating 
the backgrounds of potential workforce members. It is commonly 
used to verify the accuracy of an applicant's claims as well as to 
discover any possible criminal history, workers 
compensation claims, or employer sanctions. As defined in NIST in 
SP 800-53 Rev4, Control PS-3: “The organization: Screens 
individuals prior to authorizing access to the information system; 
and Re-screens individuals according to [Assignment: 
organization-defined conditions requiring re-screening and, where 
re-screening is so indicated, the frequency of such re-screening]." 

Secondary 
Program 

Any additional program that an Organization applies for. (Note that 
The Cloud-Enabled Accreditation Program (CEAP) MUST always be a 
secondary program.) 

Security and Trust 
Agent (STA) 

The security and trust agent is responsible for implementing the 
policies of the Applicability Statement. It contains interfaces and 
implementations for resolving private and public certificates, message 
signing and validating message signatures, message encryption, and 
enforcing trust policies. 

Security incident The attempted or successful unauthorized access, use, disclosure, 
modification or destruction of information or interference with system 
operations in an information system.  

Security Officer or 
Official 

The Security Officer, required by HIPAA’s Security Rule, is responsible 
for the development and implementation of policies and procedures 
that safeguard electronic protected health information.  

The Security Officer role and the Privacy Officer role maybe performed 
by the same person in the organization.  

http://www.hipaa.com/2009/03/what-should-you-expect-from-your-  
hipaa-security-official/ 

https://hitrustalliance.net/content/uploads/2014/05/HITRUST-RMF-Whitepaper2.pdf
https://hitrustalliance.net/content/uploads/2014/05/HITRUST-RMF-Whitepaper2.pdf
http://www.hipaa.com/2009/03/what-should-you-expect-from-your-hipaa-security-official/
http://www.hipaa.com/2009/03/what-should-you-expect-from-your-hipaa-security-official/
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Term Definition 

Sensitive 
Information 

EHNAC uses the term Sensitive Information in place of the NIST 800-171 
term “Controlled Unclassified Information (CUI)”. This is a practice HHS 
has also used as provided in HHS “Rules of Behavior for the Use of HHS 
Information and IT Resources Policy”. See: 
https://www.hhs.gov/web/governance/digital-strategy/it-policy-archive/hhs-
rules-of-behavior-for-the-use-of-hhs-information-and-it-resources-
policy.html#nature 
 
Note: Within NIST 800-53 Rev4, the definition had a different definition; 
however, the term is no longer used in NIST 800-53 Rev5. 

Sequoia Project, 
The 

From Sequoia Project: 

In 2012, The Sequoia Project, previously Healtheway, was chartered as 
a non-profit 501(c)(3) to advance the implementation of secure, 
interoperable nationwide health information exchange. The Office of the 
National Coordinator for Health Information Technology, part of the US 
Department of Health and Human Services, transitioned management of its  
eHealth Exchange to The Sequoia Project for maintenance. Since 
2012, the Exchange has grown to become the largest health 
information exchange network in the country. In 2014, it began to 
support additional interoperability initiatives beginning with Carequality. 

http://sequoiaproject.org/about-us/ 

Service 
Agreement 

See Service Level Agreement (SLA). 

Service Continuity 
Objective (SCO) 

The amount of time, in hours, necessary for IT to recover a server, 
application, network, or other IT service. This time is independent of 
the declaration time. 

Service Level 
Agreement (SLA) 

A formal written agreement made between two parties: the service  
provider and the service recipient. The SLA defines the basis of 
understanding between the two parties for delivery of a service. 

Service 
Organizational 
Control (SOC) 

Reports 

Service Organization Control Reports are internal control reports on 
the services provided by a service organization providing valuable 
information that users need to assess and address the risks associated 
with an outsourced service. 

http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/P  
ages/SORHome.aspx 

https://www.hhs.gov/web/governance/digital-strategy/it-policy-archive/hhs-rules-of-behavior-for-the-use-of-hhs-information-and-it-resources-policy.html#nature
https://www.hhs.gov/web/governance/digital-strategy/it-policy-archive/hhs-rules-of-behavior-for-the-use-of-hhs-information-and-it-resources-policy.html#nature
https://www.hhs.gov/web/governance/digital-strategy/it-policy-archive/hhs-rules-of-behavior-for-the-use-of-hhs-information-and-it-resources-policy.html#nature
http://sequoiaproject.org/about-us/
http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/SORHome.aspx
http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/SORHome.aspx
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Term Definition 

Sign-in Sheets Formal documentation whereby a visitor (or patient) signature is 
required upon their arrival. 

Site Reviewer The individual who conducts a Peer Review at the site of a candidate 
for EHNAC certification. 

SMART The HL7 SMART App Launch Framework: 

The SMART App Launch Framework connects third-party 
applications to Electronic Health Record data, allowing apps to 
launch from inside or outside the user interface of an EHR system. 
The framework supports apps for use by clinicians, patients, and 
others via a PHR or Patient Portal or any FHIR system where a 
user can give permissions to launch an app. It provides a reliable, 
secure authorization protocol for a variety of app architectures, 
including apps that run on an end-user’s device as well as apps 
that run on a secure server. The Launch Framework supports the 
four uses cases defined for Phase 1 of the Argonaut Project: 

1. Patients apps that launch standalone 

2. Patient apps that launch from a portal 

3. Provider apps that launch standalone 

4. Provider apps that launch from a portal 

Source: https://hl7.org/fhir/smart-app-launch/1.0.0/ 

https://hl7.org/fhir/smart-app-launch/1.0.0/
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Term Definition 

SOC 1 Report From the AICPA: 

Report on Controls at a Service Organization Relevant to User 
Entities’ Internal Control over Financial Reporting 

These reports, prepared in accordance with Statement on Standards 
for Attestation Engagements (SSAE) No. 16, Reporting on Controls at 
a Service Organization, are specifically intended to meet the needs of 
the managements of user entities and the user entities’ auditors, as 
they evaluate the effect of the controls at the service organization on 
the user entities’ financial statement assertions. These reports are 
important components of user entities’ evaluation of their internal 
controls over financial reporting for purposes of comply with laws and 
regulations such as the Sarbanes-Oxley Act and the user entities’ 
auditors as they plan and perform audits of the user entities’ financial 
statements. There are two types of reports for these engagements: 

• Type 2 - report on the fairness of the presentation of 
management’s description of the service organization’s system 
and the suitability of the design and operating effectiveness of 
the controls to achieve the related control objectives included 
in the description throughout a specified period. 

• Type 1 – report on the fairness of the presentation of 
management’s description of the service organization’s system 
and the suitability of the design of the controls to achieve the 
related control objectives included in the description as of a 
specified date.  

http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/P  
ages/AICPASOC1Report.aspx 

http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/AICPASOC1Report.aspx
http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/AICPASOC1Report.aspx
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Term Definition 

SOC 2 Report From the AICPA: 

Report on Controls at a Service Organization Relevant to 
Security, Availability, Processing Integrity, Confidentiality or 
Privacy 

These reports are intended to meet the needs of a broad range of 
users that need to understand internal control at a service 
organization as it relates to security, availability, processing integrity, 
confidentiality and privacy. These reports are performed using the 
AICPA Guide: Reporting on Controls at a Service Organizations 
Relevant to Security, Availability, Processing Integrity, Confidentiality, 
or Privacy and are intended for use by stakeholders (e.g., customers, 
regulators, business partners, suppliers, directors) of the service 
organization that have a thorough understanding of the service 
organization and its internal controls. These reports can form an 
important part of stakeholders: 

• Oversight of the organization 

• Vendor management program 

• Internal corporate governance and risk management processes 

• Regulatory oversight 

Similar to SOC 1 engagement there are two types of report: Type 2, 
report on management’s description of a service organization’s system 
and the suitability of the design and operating effectiveness of 
controls; and Type 1, report on management’s description of a service 
organization’s system and the suitability of the design of controls. 

These reports may be restricted in use. 

http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/P  
ages/AICPASOC2Report.aspx 

http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/AICPASOC2Report.aspx
http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/AICPASOC2Report.aspx
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Term Definition 

SOC 3 Report From the AICPA: 

Trust Services Report for Service Organizations 

SOC 3 reports are designed to meet the needs of uses who want 
assurance on the controls at a service organization related to security, 
availability, processing integrity, confidentiality, or privacy but do not 
have the need for or the knowledge necessary to make effective use o f  
a SOC 2 report. These reports are prepared using the AICPA/ CPA 
Canada (formerly Canadian Institute of Chartered Accountants) Trust 
Services Principles and Criteria for Security, Availability, Processing 
Integrity, Confidentiality, and Privacy. Because SOC 3 reports are 
general use reports, they can be freely distributed. 

http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/P  
ages/AICPASOC3Report.aspx 

Software as a 
Service (SaaS) 

Software as a service (SaaS), sometimes referred to as "on-demand 
software," is a software delivery model in which software and its 
associated data are hosted centrally (often in the cloud) and are 
typically accessed by users using a web browser over the Internet. 

Specially 
Designated 

Nationals List (SDN 
List) 

As part of its enforcement efforts, Office of Foreign Assets Control 
publishes a list of individuals and companies owned or controlled by, 
or acting for or on behalf of, targeted countries. It also lists 
individuals, groups, and entities, such as terrorists and narcotics 
traffickers designated under programs that are not country specific. 
Collectively, such individuals and companies are called "Specially 
Designated Nationals" or "SDNs." Their assets are blocked, and U.S. 
persons are generally prohibited from dealing with them. 

http://www.treasury.gov/resource-center/sanctions/SDN-  
List/Pages/default.aspx 

http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/AICPASOC3Report.aspx
http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/AICPASOC3Report.aspx
http://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx
http://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx
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Term Definition 

Standard 
Transaction 

A healthcare transaction that meets HIPAA standards and 
implementation specifications. HIPAA standard transactions are 
defined for Healthcare Claims or Encounters, Referral Certification and 
Authorization, Claims Payment and Remittance Advice, Health Claim 
Status, Coordination of Benefits, Health Plan Eligibility, 
Enrollment/Disenrollment in a Health Plan, and Health Plan Premium 
Payments. 

HIPAA adopted certain standard transactions for Electronic Data 
Interchange (EDI) of health care data. These transactions are: claims 
and encounter information, payment and remittance advice, claims 
status, eligibility, enrollment and disenrollment, referrals and 
authorizations, and premium payment. Under HIPAA, if a covered 
entity conducts one of the adopted transactions electronically, they 
must use the adopted standard. 

https://www.cms.gov/TransactionCodeSetsStands/ 

Standards 
Development 

Organization (SDO) 

Standards development organizations develop technical standards that 
are intended to address the needs of some relatively wide base of 
affected adopters.  

http://www.justice.gov/atr/public/press_releases/2004/204345.htm 

State Designated 
Entity (SDE) 

Under the HITECH Act, State Designated Entities (SDEs) were 
established to develop and advance mechanisms for information 
sharing across the health care system. The SDEs are tasked with 
establishing HIE capacity among health care providers and hospitals in 
their State.  

http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__
hitech_programs/1487 

State Designated 
Health Information 

Exchange 

HIE recognized by the State as the official Health Information  
Exchange in the state. The SDE may operate a statewide HIE. 

Stated mission A brief statement of the purpose of an organization. 

http://www.cms.gov/TransactionCodeSetsStands/
http://www.cms.gov/TransactionCodeSetsStands/
http://www.justice.gov/atr/public/press_releases/2004/204345.htm
http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__hitech_programs/1487
http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__hitech_programs/1487
http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__hitech_programs/1487
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Term Definition 

Statement on 
Standards for 

Attestation 
Engagements 
(SSAE) No. 16 

Statement on Standards for Attestation Engagements (SSAE) No. 16 
replaced Statement on Auditing Standards No. 70 (SAS70) for 
professional guidance for performing a service auditor’s examination. 
This was effective for service organization reports with periods 
ending on or after June 15, 2011. 

 
 
 
 
 

Statistician An expert in the preparation and analysis of statistics. 

 
 
 
 

Storage Area 
Network (SAN) 

A type of local area network (LAN) designed to handle large data 
transfers. These typically support data storage, retrieval and 
replication on business networks using high-end servers, multiple disk 
arrays and high-speed interconnect technology. 

Strong protection Use of proper controls around authorization/access to both the 
physical space where the certificate infrastructure resides, as well as 
network access to the technology. Also, encryption is utilized on any 
certificate information at rest. 

Subscriber A party who has received a credential or authenticator from a 
Credential Service Provider.   

Source: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
63a.pdf. 

Survey The evaluation performed by an EHNAC site reviewer during the  
accreditation process. 

Survey report The written evaluation of an EHNAC candidate's performance. 

System 
availability 

The actual time that a business process or IT service is available to 
provide an advertised service or to process data. 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63a.pdf
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Term Definition 

Systems 
Development Life 

Cycle (SDLC) 

The process, involving multiple stages (from feasibility study to post 
implementation review), used to convert a problem or need into an 
application system. 

Technical 
Safeguards 

Technology and processes that are put in place to protect electronic  
Protected Health Information and to control access to it. 

TEF (Trusted 
Exchange 

Framework) 

The TEFCA Trusted Exchange Framework can be found at: 
https://www.healthit.gov/sites/default/files/page/2022-
01/Trusted_Exchange_Framework_0122.pdf. 

TEFCA (Trusted 
Exchange 

Framework and 
Common 

Agreement) 

As stated in the Overview and Background section of The Trusted 
Exchange Framework (TEF): Principles for Trusted Exchange: 

The 21st Century Cures Act (Cures Act) directs the National 
Coordinator to “develop or support a trusted exchange framework, 
including a common agreement among health information networks 
nationally.” In January 2018, the Office of the National Coordinator 
for Health Information Technology (ONC) released the first draft of 
the Trusted Exchange Framework (TEF Draft 1) for public comment. 
The TEF Draft 1 included two parts: “Part A — Principles for Trusted 
Exchange,” and “Part B — Minimum Required Terms and Conditions 
for Trusted Exchange.” In April of 2019, ONC released the second 
draft of the TEF (TEF Draft 2) for public comment, which also 
included “Part A — Principles for Trusted Exchange” and “Part B — 
Minimum Required Terms and Conditions for Trusted Exchange.” 

See: https://www.healthit.gov/sites/default/files/page/2022-
01/Trusted_Exchange_Framework_0122.pdf 

See also: https://www.healthit.gov/topic/interoperability/trusted-
exchange-framework-and-common-agreement-tefca 

 

TEFCA MRTC Refers to the Minimum Required Terms and Conditions section within 
TEFCA. 

TEFCA TF  Refers to the Technical Framework section within TEFCA. 

https://www.healthit.gov/sites/default/files/page/2022-01/Trusted_Exchange_Framework_0122.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Trusted_Exchange_Framework_0122.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Trusted_Exchange_Framework_0122.pdf
https://www.healthit.gov/sites/default/files/page/2022-01/Trusted_Exchange_Framework_0122.pdf
https://www.healthit.gov/topic/interoperability/trusted-exchange-framework-and-common-agreement-tefca
https://www.healthit.gov/topic/interoperability/trusted-exchange-framework-and-common-agreement-tefca
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Term Definition 

Telehealth “The use of telecommunication technologies to provide healthcare 
services and access to medical and surgical information for training 
and educating healthcare professionals and consumers, to increase 
awareness and educate the public about health-related issues, and to 
facilitate medical research across distances.” 

Source: Mosby’s Medical Dictionary, 8th edition, © 2009, Elsevier 

The 21st Century 
Cures Act (Cures 

Act) 

This rule was signed into law on December 13, 2016, and is designed 
to help accelerate medical product development and bring new 
innovations and advances to patients who need them faster and 
more efficiently. 

Source: https://www.fda.gov/regulatory-information/selected-
amendments-fdc-act/21st-century-cures-act 

See also: https://www.healthit.gov/curesrule/. 

Third Party 
Administrator 

(TPA) 

An organization that processes healthcare claims without carrying 
insurance risk. Third party administrators have the expertise and 
capability to administer all or a portion of the claims process. They are 
normally contracted by a health insurer or self-insuring organization to 
administer services including claims administration, enrollment, and 
other administrative activities. A hospital or provider organization 
desiring to set up its own health plan will often outsource certain 
responsibilities to a TPA. 

Threat The potential for a person or thing to exercise (accidentally trigger or 
intentionally exploit) a specific vulnerability. Examples of common 
threats include: 

- Human threats that are intentional (e.g., network and computer-
ba sed  attacks, malicious software upload, and unauthorized access 
to e-PHI) or unintentional (e.g., inadvertent data entry or deletion 
and inaccurate data entry). 

- Environmental threats such as power failures, pollution, chemicals, 
and liquid leakage." 

Trading Partner 
Tracking System 

A system used to manage relationships with trading partners, often 
referred to as a Customer Relationship Management system, or CRM. 
This system is used to enter, store, prioritize, track, and escalate  
trading partner service requests. 

Trading Partners Two or more parties involved in a business relationship. 

https://www.fda.gov/regulatory-information/selected-amendments-fdc-act/21st-century-cures-act
https://www.fda.gov/regulatory-information/selected-amendments-fdc-act/21st-century-cures-act
https://www.healthit.gov/curesrule/


 
 

Glossary of Terms 

 

EHNAC Glossary September 30, 2022 Page 90 of 94 
This document is the property of EHNAC and may not be used, disclosed or reproduced, in whole or part, without the express written consent of EHNAC. The 

unauthorized copying, dissemination or use of this document or any information contained therein may constitute a violation of U.S. law and be grounds for 
civil or criminal penalties. This document contains information owned by EHNAC. Such information may be used only for the internal or personal use of an 

EHNAC accreditor organization and only during and subject to the terms and conditions of an EHNAC program accreditation. All rights reserved. 
 

Term Definition 

Transaction The electronic transmission of information between two parties 
(trading partners) to carry out financial, administrative, or clinical 
activities. Also refers to the message communicated between the 
parties. 

Transaction Audit 
Information 

The detailed record or log of a transaction including timestamp of 
initial receipt, and timestamp of any processes performed on the  
transaction, and timestamp of transmission to another entity. (See 
Audit trail) 

Transaction Error An incomplete or inaccurate transaction. 

Transmission Electronic transfer of data. 

Treatment Has the meaning assigned to such term at 45 CFR § 164.501.  

Source: https://www.healthit.gov/sites/default/files/page/2019-
04/FINALTEFCAQTF41719508version.pdf 

Trusted Agent An agent authorized by the Registration Authority and bound by the 
RA’s policies to act as proxy for verifying a certificate requestor’s 
identity and authorization. A member of the Notary Public may also be 
considered a trusted agent. 

Trusted Dynamic 
Registration & 
Authentication 

Accreditation 
Program – Basic 
(TDRAAP-Basic) 

This program is for consumer-facing applications using the SMART 
App Launch Framework using individual sign-on (for one patient at a 
time FHIR data access) and enabling a patient’s “App of their Choice”. 

Trusted Dynamic 
Registration & 
Authentication 

Accreditation 
Program – 

Comprehensive 
(TDRAAP-

Comprehensive) 

This program is for organizations that provide healthcare data 
handling solutions using FHIR and Client Credentials, including bulk 
data, broadcast queries, when privileged clients access data is sought 
on a patient’s behalf (when credentials are absent for patient), or 
Authorization Code Flow; or any setting in which a combination of 
services enable UDAP workflows (for example, a client plus a server). 

Trusted Exchange 
Framework (TEF) 

The Trusted Exchange Framework published in the Federal Register 
and on ONC’s website.  

Source: https://www.healthit.gov/sites/default/files/page/2019-
04/FINALTEFCAQTF41719508version.pdf 

https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
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Term Definition 

Trusted Exchange 
Framework and 

Common Agreement 
(TEFCA) 

The Trusted Exchange Framework and Common Agreement (TEFCA) 
outlines a common set of principles, terms, and conditions to 
support the development of a Common Agreement that would help 
enable nationwide exchange of electronic health information (EHI) 
across disparate health information networks (HINs). The TEFCA is 
designed to scale EHI exchange nationwide and help ensure that 
HINs, health care providers, health plans, individuals, and many 
more stakeholders have secure access to their electronic health 
information when and where it is needed.  

ONC released the first draft of the Trusted Exchange Framework 
(TEF Draft 1) for public comment in January 2018. Draft 2 was 
released on April 19, 2019.  

Source: https://www.healthit.gov/topic/interoperability/trusted-
exchange-framework-and-common-agreement) 

Underwriting 
Purposes 

With respect to a health plan, underwriting means: 

(1) Except as provided in paragraph (2) of this definition:  

(i) Rules for, or determination of, eligibility (including enrollment 
and continued eligibility) for, or determination of, benefits 
under the plan, coverage, or policy (including changes in 
deductibles or other cost sharing mechanisms in return for 
activities such as completing a health risk assessment or 
participating in a wellness program);  

(ii) The computation of premium or contribution amounts under 
the plan, coverage, or policy (including discounts, rebates, 
payments in kind, or other premium differential mechanisms 
in return for activities such as completing a health risk 
assessment or participating in a wellness program); 

(iii) preexisting condition exclusion under the plan, coverage, or 
policy; and  

(iv) Other activities related to the creation, renewal, or 
replacement of a contract of health insurance or health 
benefits.  

) (2) Underwriting purposes does not include determinations of medical 
appropriateness where an individual seeks a benefit under the plan, 
coverage, or policy. (GINA)  

https://www.healthit.gov/topic/interoperability/trusted-exchange-framework-and-common-agreement
https://www.healthit.gov/topic/interoperability/trusted-exchange-framework-and-common-agreement
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Term Definition 

Unified Data 
Access Profiles 

(UDAP) 

The Unified Data Access Profiles (UDAP) were initially developed by 
EMR Direct for Health IT use cases, to increase confidence in open 
API transactions through the use of trusted identities and verified 
attributes. Interest in UDAP led to the development of additional 
implementation guides focused on key use cases in the deployment 
of reusable identities, including Dynamic Client Registration and 
Tiered OAuth. The profiles can be used to help scale the secure use 
of open APIs, while also protecting the personal information of 
network participants. 

Source: http://www.udap.org 

Uniform Resource 
Identifier (URI) 

 a set of characters that identifies a specific logical or physical 
resource used by Internet-related computer programs. Source: 
https://rce.sequoiaproject.org/wp-
content/uploads/2022/01/QTF_0122.pdf, DEFINITIONS section. 

Unsecured 
Protected Health 

Information 

Protected health information that is not rendered unusable, 
unreadable, or indecipherable to unauthorized individuals through 
the use of a technology or methodology specified by the Secretary in 
the guidance issued under section 13402(h)(2) of Public Law 111–5 
on the HHS Web site.   

US Core Data for 
Interoperability 

(USCDI) 

A standardized set of health data classes adopted by the Department 
of Health and Human Services and published by ONC to support 
nationwide electronic health information exchange.  

Source: https://www.healthit.gov/sites/default/files/page/2019-
04/FINALTEFCAQTF41719508version.pdf  

Utilization The percentage of available computing or network resources expended 
for a given period of time. 

Validated 
Assessment 

A HITRUST Validated Assessment is achieved through an organization 
using the HITRUST MyCSF Tool, selecting “Validated Assessment” as 
the Assessment Type, completing their full self-assessment using the 
MyCSF tool, then turning their self-assessment over to their HITRUST-
certified Assessor for assessment. A Validated Assessment will result in 
either a Validated Report or a Validated Report with Certification, 
depending on how that organization scores against each of the 
HITRUST CSF Domains. Within each of the 19 Domains, an 
organization must score at least a 3 with a CAP, or a 3+ to achieve 
HITRUST Certification.  

http://www.udap.org/
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
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Term Definition 

Validated Report A Validated Report is issued by HITRUST at the completion of the 
process. A Validated Report (without Certification) will be issued when 
the soring required for Certification is not achieved (see “Validated 
Assessment”). 

Validated Report 
with Certification 

A Validated Report with Certification is issued by HITRUST at the 
completion of the process when all minimum scoring requirements 
have been achieved (see “Validated Assessment”). The Validated 
Report with Certification is good for 2 years. An interim assessment is 
performed at the 1-year mark for a Validated Report with Certification 

Value-Added 
Networks (VAN) 

An entity that receives EDI transmissions from a source and 
electronically reroutes them to the appropriate receiver without 
accessing more than the address of a transmission. A VAN is a private 
network provider (sometimes called a turnkey communications line) 
that is hired by a company to facilitate EDI communications or to 
provide other network services. (From EHNAC HNAP-EHN criteria 
version 10.2) 

Virtual Card Virtual credit cards are a highly secure digital payment method that 
streamline the accounts payable process. Virtual card payments 
simplify reconciliation for individuals and their suppliers, reduce 
payment costs, and create rebate revenue opportunity. 

Source: https://www.usbank.com/corporate-and-commercial-
banking/treasury-payment-solutions/corporate-payment-
services/virtual-credit-cards.html  

Virus Protection Software capable of detecting and removing (?) computer viruses or 
other malicious code. 

Wellness Wellness is an active process through which people become aware of, 
and make choices toward, a more successful existence. 

Window of 
opportunity 

The period during which transmissions will be accepted by some 
systems. 

Workforce Employees, volunteers, trainees, and other persons whose conduct, 
in the performance of work for a covered entity, is under the direct 
control of a covered entity, whether a covered entity pays them or 
not. Generally, for an employee health benefit plan, the workforce 
will include individuals directly employed by the health benefit plan, if 
any, and employees of the plan sponsor who are assigned to perform 
plan administration duties.   

https://www.usbank.com/corporate-and-commercial-banking/treasury-payment-solutions/corporate-payment-services/virtual-credit-cards.html
https://www.usbank.com/corporate-and-commercial-banking/treasury-payment-solutions/corporate-payment-services/virtual-credit-cards.html
https://www.usbank.com/corporate-and-commercial-banking/treasury-payment-solutions/corporate-payment-services/virtual-credit-cards.html
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Term Definition 

Workstation An electronic computing device. For example, a laptop or desktop 
computer or any other device that performs similar functions, and 
electronic media stored in is immediate environment. 

 


