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“There is an urgent need to increase 
awareness and identify means of  
prevention for the seemingly endless 
string of headline-grabbing cyberattacks. 
The unfortunate fact is that hacks have 
increasingly become a part of digital life  
— and no person or organization is 
immune.” 

Lee Barrett, Executive Director, EHNAC 

The incidence of cyberattacks across healthcare have more than doubled in the last five years, 
and the financial and reputational impacts of a breach can have a monumental impact on a 
healthcare entity. While the industry continues to work toward securing better interoperability 
across its stakeholders, it is not keeping pace in its efforts to stop or at least mitigate the damage 
that cyber threats and attacks can have on healthcare organizations.

In a race against the hackers who are becoming more sophisticated in their infiltration 
techniques, federal regulators, government legislators and standards development organizations 
like the Electronic Healthcare Network Accreditation Commission (EHNAC) are creating more 
stringent guidelines and more comprehensive risk mitigation strategies to safeguard protected 
health information (PHI). Since its inception in 1993, EHNAC has remained on the forefront of 
the crucial issues that affect the exchange and security of healthcare data, and the commission’s 
tireless efforts to align with the industry’s most current cybersecurity regulations and best 
practices have reaffirmed this leadership position. 

Credible, Measurable, Secure  

EHNAC is a nationally recognized, non-profit healthcare accreditation organization established to 
develop standard criteria and accredit organizations that electronically exchange healthcare data. 
EHNAC’s publicly-available criteria are developed and continually enhanced through the input of 
industry experts from sectors all across healthcare. The accreditation process is well documented 
and transparent, with further details available on EHNAC’s website, www.EHNAC.org. 

Accredited organizations must maintain accreditation by re-accrediting once every two years. 
Each accreditation and re-accreditation involves detailed preparation in order to submit a self-
assessment. After self-assessment is submitted, EHNAC then performs individual site visits, 
which are conducted at each site that falls within the scope of the accreditation, to ensure the 
appropriate administrative, physical, and technical safeguards are in place and enforced for the 
protection of PHI and other sensitive information. 
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Programs Across the Healthcare Spectrum

Each of EHNAC’s 18 programs include common baseline criteria, along with sector-specific 
criteria addressing key requirements for the unique needs of each type of company. Programs for 
healthcare stakeholders run the gamut, servicing everything from accountable care organizations, 
cloud-enabled service providers, data registries, electronic health networks, eprescribing solution 
providers, financial services firms, health information exchanges, health information service 
providers, management service organizations, medical billers, outsourced service providers, payers, 
practice management system vendors and third-party administrators.

The Battle to Enhance Cybersecurity

EHNAC has made cybersecurity a significant core of its accreditation models and educational 
materials in recent years to help organizations better protect themselves in areas of security and 
privacy liability, privacy regulatory defense, privacy breaches, network asset protection, cyber 
extortion, cyber terrorism, etc. Over the past few years, federal regulators and government 
legislators held a similar focus, dedicating resources and launching initiatives to support prevention 
and risk mitigation for HIPAA breaches and cybersecurity protection, response and recovery. Below 
are several areas where EHNAC has aligned its efforts on the federal level.

Department of Homeland Security’s Four Pillars

The Department of Homeland Security continually evaluates the cybersecurity 
needs of the country and is establishing specific requirements and guidelines. In 
May 2013, the department outlined the four “pillars” of an effective cyber risk 
culture that carriers identified as particularly attractive from an underwriting 
perspective. EHNAC accreditation agrees on the value of these pillars, as they align 
seamlessly with the commission’s focus on supporting the healthcare industry.

 1.   Engaged executive leadership – EHNAC accreditation evaluates the entire organization, 
requiring effective policies, procedures, controls and supporting training that applies to 
the entire workforce, from the top down.

 
 2.   Targeted cyber risk education and awareness – Required annual training including job-

specific, professional development, HIPAA privacy/security/breach, and required at hire, 
and before any access to PHI is granted.

 3.   Cost-effective technology investments – Requirements for IT controls respective of the 
size of the organization, yet scalable and cost-based on the identified risks.

 4.   Relevant information sharing – Industry involvement in ongoing updates to criteria to 
address known issues. The EHNAC audit process recommends best practices found 
among candidates.
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OCR Audit Protocol

The Office of Civil Rights conducts audits on covered entities and business 
associates. These audits follow a detailed, publicly published Audit Protocol,  
which was closely reviewed by EHNAC. 

In 2013, the Commission worked directly with OCR to align the criteria for all of its programs with 
the OCR’s Audit Protocol – specifically in regards to the sections dedicated to privacy, security 
and breach reporting. In addition, EHNAC has established an ongoing review to ensure the 
requirements are continually evaluated and any gap findings are remediated.

HIPAA Requirements and Additional EHNAC Baseline Criteria

EHNAC criteria address HIPAA privacy, security and breach reporting requirements 
including the updates from HITECH and Omnibus Rule. In addition to these 
specific requirements, additional requirements are included in each of EHNAC’s 
programs that address the NIST SP 800-53 Security Control areas including:

Proper education and ongoing reminders/alerts are essential to ensuring the entire workforce 
maintains a culture of security and privacy awareness. EHNAC security programs are based on an 
annual risk assessment with an ongoing risk management process across people, processes and 
technology. 

Cybersecurity Information Sharing Act of 2015

EHNAC supports the Cybersecurity Information Sharing Act of 2015, including its promotion of 
better cybersecurity information sharing between the private sector and government as well as 
enhanced collaboration and information sharing amongst the private sector. EHNAC is monitoring 
the work being done by the Health Care Industry Cybersecurity Task Force. EHNAC is also evaluating 
and revising its programs comparing against the recommendations in the NIST Framework for 
Improving Critical Infrastructure Cybersecurity.

For more details on these and other initiatives by EHNAC to better 
support prevention and risk mitigation across cybersecurity,  
contact Lee Barrett, Executive Director, EHNAC at 860-651-6574,  
lbarrett@ehnac.org, or visit us at www.EHNAC.org.

• Personnel Security
• Physical and Environmental Protection
• Planning
• Program Management
• Risk Assessment
• Security Assessment and Authorization
• System and Communications Protection
• System and Information Integrity
• System and Services Acquisition

• Access Control
• Audit and Accountability
• Awareness and Training
• Configuration Management
• Contingency Planning
• Identification and Authentication
• Incident Response
• Maintenance
• Media Protection


