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I.A.3
Candidate must use PHI about individuals only as is necessary for the 
processing of appropriate electronic transmissions as authorized by 
the trading partner.

Candidate must limit the use, disclosure, or request of PHI, to the 
extent practicable, to a limited data set or, if needed, to the minimum 
necessary to accomplish the intended purpose of such use, 
disclosure, or request.

I.A.5 Candidate must utilize strong encryption, user authentication, 
message integrity, and support for non-repudiation as security 
measures in compliance with any legislation requiring it.

Candidate must utilize strong encryption, user authentication, 
message integrity, and support for non-repudiation as security 
measures in compliance with any legislation requiring it.

I.A.8

Candidate must have policies in place that prohibit individuals from 
storing unencrypted PHI on portable devices.

Candidate must have policies in place that prohibit individuals from 
storing unencrypted PHI on personal computers, consumer devices, 
and removable storage media.

II.E.2 Candidate must support the following NCPDP SCRIPT Standards 
between prescribers and dispensers:

- New prescription transaction
- Prescription refill request and response transactions
- Prescription change request and response transactions
- Cancel prescription request and response transactions
- The following ancillary messaging and administrative transactions:
 -- Get message transaction
 -- Status response transaction
-- Error response transaction

Candidate must support the following NCPDP SCRIPT Standards 
between prescribers and dispensers:
o New prescription transaction
o Prescription refill request and response transactions
o Prescription change request and response transactions
o Cancel prescription request and response transactions -- Error response transaction

 -- Verification transaction
 -- Password change transaction
 -- Telecommunication and systems vendors
 -- Wholesale drug distributors
 -- Other parties interested in electronic standardization within the 
pharmacy services sector of the health care industry

o Cancel prescription request and response transactions
o The following ancillary messaging and administrative transactions:
- Get message transaction
- Status response transaction
- Error response transaction
- Verification transaction
- Password change transaction

II.E.3 Candidate must notify trading partners regarding critical service 
outages outside the standard maintenance schedule prior to the 
planned outages.

IV.B.3
Candidate must provide, at a minimum, annual job training, which 
includes privacy, and confidentiality, and security for all employees 
and contractors with access to PHI.

Candidate must provide, at a minimum, annual job training, which 
includes breach reporting and notification, privacy, and confidentiality, 
and security for all employees and contractors with access to PHI.

V.B.24 Candidate must have security and breach notification procedures in 
place in conformance with HIPAA and HITECH requirements. These 
procedures must require that the notifications are to be delivered 
without unreasonable delay.
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V.E.5 Candidate must ensure Business Associates are contractually 
required to comply with all applicable Federal and State regulations 
including HITECH privacy and security requirements.

V.E.6 Candidate must require that all Business Associates notify the 
Candidate in the event any PHI is improperly used or disclosed, 
including for the purpose of the breach notification rule.

V.E.7 Candidate must have business associate agreements in place with 
every organization that contracts with it for the purpose of exchanging 
or routinely accessing electronic PHI.
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